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THE HONORABLE MELINDA YOUNG
Department 6

IN THE SUPERIOR COURT FOR THE STATE OF WASHINGTON
IN AND FOR THE COUNTY OF KING

JANE DOE and JOHN DOE, on behalf of

themselves and all others similarly situated, NO. 19-2-26674-1 SEA
Plaintiffs, FIRST AMENDED CLASS ACTION
COMPLAINT
V.
VIRGINIA MASON MEDICAL CENTER, and JURY TRIAL DEMANDED

VIRGINIA MASON HEALTH SYSTEM,

Defendants.
NATURE OF THE ACTION
1. This case concerns Defendants’ systematic violation of patient privacy rights.
2. Defendants, together “Virginia Mason,” are health care providers that operate

medical facilities in the state of Washington. Virginia Mason maintains a website at

www.virginiamason.org and encourages patients to use the site to obtain medical information

and communicate with their health care providers. These communications include patient
queries about health conditions, treatments, doctors, appointments, and access to a patient
portal called “MyVirginiaMason.” These patient communications are protected by federal and

state law, common law, patients’ reasonable expectations of privacy, and Virginia Mason’s
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express assurances that patients’ personally identifiable information and communications will
remain private.

3. Virginia Mason’s statutory and common law duties as a health care provider
and its express and implied assurances of confidentiality give patients the impression that
their communications with Virginia Mason and personally identifiable and health information
will remain private. In other words, patients expect their communications with Virginia Mason

to look like this:

o
A
L\
Virginia Mason

4, Despite these legal protections and promises, Virginia Mason deploys source
code on its website that redirects patients’ personally identifiable data and health
communications to third parties without patients’ knowledge, authorization, consent, or any
further action on their part. As a result, patients’” communications with Virginia Mason in fact

look like this:

() theTradeDesk

A
.

Virginia Mason

ASd | 3
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5. Virginia Mason’s conduct gives rise to claims for (1) violation of the Washington
Consumer Protection Act, (2) identity theft, (3) invasion of privacy, (4) fraudulent
concealment, (5) breach of the duty of confidentiality, and (6) violation of the Washington
Health Care Information Act.

PARTIES TO THE ACTION

6. Plaintiff Jane Doe resides in Tacoma, Washington and is a patient of Defendant
Virginia Mason Medical Center. Plaintiff exchanged electronic communications with Virginia

Mason through its website www.virginiamason.org. The communications included Plaintiff’s

sign up and subsequent log ins to the “MyVirginiaMason” patient portal.
7. Plaintiff John Doe resides in Seattle, Washington and is a patient of Defendant
Virginia Mason Medical Center. Plaintiff exchanged electronic communications with Virginia

Mason through its website www.virginiamason.org. The communications included Plaintiff’s

sign up and subsequent log ins to the “MyVirginiaMason” patient portal.

8. Defendant Virginia Mason Health System is a Washington nonprofit
corporation with its headquarters at 1100 Ninth Avenue, Seattle, Washington. Virginia Mason
Health System owns and operates multiple health care facilities throughout Washington.

9. Defendant Virginia Mason Medical Center is a Washington nonprofit
corporation and a subsidiary of Virginia Mason Health System.

JURISDICTION AND VENUE

10. This Court has jurisdiction pursuant Article 4, Section 7 of the Washington State
Constitution.

11. Venue is proper in King County pursuant to RCW 4.12.025(1) because
Defendants are located in and transact business in King County.

FACTUAL ALLEGATIONS

12. Virginia Mason’s patients, including Plaintiffs and Class members, enjoy

reasonable expectations of privacy that their data and communications with health care
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providers will not be used by providers for non-medical purposes without patient
authorization.

13. Virginia Mason has fiduciary, common law, and statutory duties to protect the
confidentiality of patient information and communications.

14. Virginia Mason expressly and impliedly promises patients that it will maintain
and protect the confidentiality and security of patient data and communications.

15. Virginia Mason maintains the website www.virginiamason.org for its patients

to communicate with Virginia Mason and its entities. Patients can use the website to, among
other things, request appointments, pay bills, sign into their personal patient portal, and learn
more about their conditions, treatments, and doctors, as well as services Virginia Mason
provides.

16. Virginia Mason encourages its patients to use the website for these purposes.

17. The Virginia Mason homepage shows how Virginia Mason designed the website
for patient communications. The homepage provides patients with links to Find a Doctor,
Departments and Services, Patients and Visitors, and Billing and Insurance. It also contains

prominent links to access the “MyVirginiaMason” patient health portal.
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C ‘ & Secure | https://www.virginiamason.org ﬁ‘ o -~ 7
4 ‘ REFER A PATIENT / DONATE / CAREERS / CONTACT US / STAFF LOGIN / (888) 862-2737
W\
Virginia Mason Search Q |

@ Find aDoctor | Departments & Services @ Locations & Directions & Patients & Visitors & MyVirginiaMason

Specialty
Locations

First or Last Name

M, Find a Medical M. Request an
Clinic » Appointment »

Figure 1

Virginia Mason Deploys Code Provided by Third Parties on Its Website
to Redirect Patient Communications to the Third Parties

18. Web browsers are software applications that allow consumers to exchange

electronic communications over the Internet.

19. Every website is hosted by a computer server through which the entity in

charge of the website exchanges communications with Internet users via its web browser.

20. The basic command that web browsers use to communicate with website

servers is called the ‘GET’ command or ‘GET’ request.? For example, when a patient types

www.virginiamason.org/treating-brain-cancer into the navigation bar of her web browser and

! The other basic command is ‘POST,” which is typically employed when a user enters data into
a form on a website and clicks ‘Enter’ or a submit button. The POST command sends the form
data directly to the server for the website.
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hits ‘Enter’ (or when an Internet user clicks on a hyperlink), the user’s web browser makes
connection with the server for Virginia Mason via a ‘GET’ request for the specific document
requested and the Virginia Mason web server responds via source code, which is simply a set
of commands that instructs the user’s computing device and web browser on how to act in
the process of rendering the response communication from Virginia Mason on the user’s
device.

21. Each website server has an Internet Protocol Address, or IP address. For

example, the IP address for www.virginiamason.org is 192.152.45.233. Virginia Mason has just

one or a handful of IP addresses that host all articles, essays, and other communications
available on its web server. It is therefore a simple matter to determine that a patient who
exchanges a series of communications with 192.152.45.233 is exchanging communications
with Virginia Mason.

22. An IP address is not the same as a Uniform Resource Locator, or URL. A full-
string URL reveals both the parties to the communication and its content. A URL is composed
of several different parts. For example, consider the following URL broken down into its

component parts: https://www.virginiamason.org/treating-brain-cancer

a. https://: This is the protocol identified by the Internet user’s web browser
to the Virginia Mason web server that sets the basic language of the
interaction between the web browser and the server. The backslashes
indicate that the browser is attempting to make contact with the server.

b. www.virginiamason.org: This is the name that identifies the website and

corresponding web server with which the Internet user has initiated a
communication. It is a human language equivalent of the IP address.

c. /treating-brain-cancer: This is the file name for the return communication

the user has requested from Virginia Mason. In this example, it is also the

complete “file path” for the user’s communication — that is, everything in
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the URL beyond the .com or .org. The file path identifies the location of the
document requested and contains information relating to the substance or
meaning of the communication.

23. When a user’s web browser sends a GET request to a website server, the
website server responds by sending the web browser a series of instructions (contained in
computer language commonly referred to as source code) that instructs the web browser how
to render the server’s responsive communication on the screen of the user’s computing
device.

24, Although a webpage presents to the user as a cohesive whole, it is more often
a collage of independent parts. Some portions may be filled by third parties with whom the
Internet user is not actually communicating. For example, a website’s source code may
command a web browser to contemporaneously redirect the content of a user’s
communication to a third party for purposes of displaying a picture or video from the third
party to the user.

25. One example of this can be found at the Seattle Times webpage for the article
entitled ‘The Roar Below: How Our Noise is Hurting Orcas’ Search for Salmon,” available at:

https://projects.seattletimes.com/2019/hostile-waters-orcas-noise/. The article includes a

video a user can watch on the webpage. The text of the article is rendered on the user’s
screen directly from SeattleTimes.com, but the video is grabbed from a third-party video
hosting website called Bright Cove. This is done through source code that the Seattle Times
deploys to command the user’s web browser to redirect the user’s initial communication with
the Seattle Times to Bright Cove to fill out the video portion of the article.

26. The redirect of a user’s communication occurs contemporaneously with the
exchange of the communications between the user and the website.

27. In addition to commanding a user’s web browser to fill the screen with picture

or video content supplied by third parties (such as the Bright Cove video in the Seattle Times
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article), a website developer may also deploy source code to command a user’s web browser
to make data transmissions to third parties via invisible tracking pixels or web bugs. Tracking
pixels or web bugs are tiny 1x1 invisible GIF files the size of an individual pixel on a user’s
screen. They effectively open a spying window through which the website funnels personally
identifiable data about users, their communications, and other actions to third parties.

28. For example, below is the webpage that a patient sees after searching for

“treating brain cancer” on the Virginia Mason website:

\’ REFER A PATIENT / DONATE / CAREERS / CONTACTUS / STAFFLOGIN / (888)862-2737

Virginia Mason Search Q

HEALTH SYSTEM

Ot Find a Doctor I Departments & Services @ Locations & Directions & Patients & Visitors @ MyVirginiaMason

Specialty

Locations ~

{fome = Departments & Services | Brain Cancer Care atir i er & Print £ Email

_ Treating Brain Cancer

Figure 2, Screenshot 1
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Contact Us

(206) 223-6193

Brain Cancer Care

Brain Cancer Care Team

Brain Cancer Care Location

About Brain Cancer »

Treating Brain Cancer

Brain Cancer Wellness &
Support

Brain Cancer Care - Cancer
Clinical Trials

Brain Cancer Diagnosls
Second Opinions

Brain Cancer Clinical Trials

Cancer Patlent Testimonials

Treating Brain Cancer

If you are newly diagnosed or have a family member who is seeking treatment for a brain tumor, Virginia
Mason in Seattle offers expert care from a team of physicians and providers. For more information or to
schedule an appointment, call (206) 223-6193.

Treatment for a brain tumor is determined based on the type, size and location of the tumor, as well as the
patient's overall health. Surgery is frequently performed to remove all or as much of the tumor as possible.
In some cases, tumors can be completely cured with only surgery, without the need for further treatment.
Advances in radiation therapy, chemotherapy and medications can also contribute to effective treatment
and the control of symptoms.

Neuro-Oncology Tumor Board

Patients with brain tumors are seen at Virginia Mason by a multidisciplinary team that includes
neurologists and neurosurgeons, who specializes in diagnosing and treating tumors of the nervous
system, including spinal tumors.

In addition, Virginia Mason's Neuro-Oncology Tumor Board — which includes experts from medical
oncology, radiation oncology, radiology and pathology — review individual cases. These physicians are
joined by other specialists as needed.

Together, the experts and specialists at Virginia Mason develop a unique plan of treatment for each
patient who is presented at the tumor board that addresses the particular aspects of their disease. The
care team will then carefully follow the patient from diagnosis through treatment and recovery.

Brain Tumor Treatment Options

Surgery

Figure 2, Screenshot 2

Cancer Patlent Testimonials

Brain Cancer Referral
Information for Providers

Neuro-Oncology

Surgery

The goal of surgery is to remove as much of the tumor as possible while minimizing damage to healthy
tissue. Some tumors can be completely removed, while others only partially or not at all. Partial removal
can still help to relieve symptoms by reducing pressure on the brain and reducing the size of the tumor to
be treated by radiation or chemotherapy. Virginia Mason surgeons use the latest computer-assisted
neurosurgery techniques, allowing the best visualization of the tumor and brain for the most effective
treatment possible.

Radiation Therapy

If a tumor cannot be removed by surgery, or if it is only partially removed, the next option is radiation
therapy. Radiation therapy uses high-energy rays aimed at the tumor site to kill cancer cells. Physicians
who administer radiation therapy are called radiation oncologists. Types of radiation therapy include:

« External beam radiation - This form of radiation therapy delivers radiation to the area of the brain
where the tumor is located, or it can be applied to the whole brain. Whole brain radiation can be used
following surgery to kill any remaining tumor cells or to treat multiple tumors. A course of therapy
often lasts five to six weeks, The use of specialized radiation sensitizing drugs with treatments can
increase the cancer-killing effects of radiation even as less of it is used. Patients benefit from
receiving a more effective treatment with reduced exposure ta radiation.

Stereotactic radiosurgery - Radiosurgery can be an option when a brain tumor cannot be removed
with traditional surgery. Stereotactic radiosurgery uses multiple beams of radiation precisely
focused on the tumor, Using computer-generated 3-D images of the brain to target the beams, high
doses of radiation are delivered to the tumor with minimal exposure to surrounding tissues.
Radiosurgery at Virginia Mason involves collaboration among a team of medical experts from
neurosurgery, radiation oncology and diagnostic radiclogy.

Figure 2, Screenshot 3
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Chemotherapy

bring on chronic fatigue.

of treatment helps patients live longer and more comfortably.

Drug Therapy

Experimental Treatment

Chemotherapy treatment consists of powerful anticancer agents usually given intravenously, as an IV
solution. The treatment works by stopping the division of cell growth in the body, essentially killing a
growing cancer. However, because chemotherapy cannot distinguish between good and bad cells, all cells
stop dividing. Rapidly dividing cells, such as those found in hair follicles and in bone marrow, are
particularly prone to the toxic effects of chemotherapy. For this reason, patients undergoing treatment
may lose some of their hair and are at risk of developing anemia (low blood cell production) which may

A course of chemotherapy may consist of several cycles of treatment spaced six to eight weeks apart, daily
treatments during radiation therapy, or chemotherapy given for five days out of each 28 day cycle.
Physicians who administer chemotherapy are called medical oncologists or neuro-oncologists.

Even in cases in which chemotherapy does not cure the disease, medical studies have shown that this form

Specialized drugs are sometimes used in the treatment for brain tumors for controlling increased
intracranial pressure, swelling and seizure activity. Deep vein thrombosis and pulmonary emboli are
conditions associated with some primary tumors and are preventable or treatable with blood thinning
medications. Pain medications are also used to control the symptoms of brain tumors.

Experimental or investigational therapies not yet approved by the U.S. Food and Drug Administration
(FDA) or new combinations of available treatments may be offered in clinical research studies. Your
doctor will tell you more about the risks and expected benefits of treatment. In addition, as new treatment

Figure 2, Screenshot 4

Support and Survivorship

into recovery.

(206) 223-6193.

M. Find a Brain Cancer M. Request an
Clinic » Appointment »

doctor will tell you more about the risks and expected benefits of treatment. In addition. as new treatment
aptions become available, your doctor, along with your input. will determine if they are an option for you.

We support our patients with brain tumors beyond their treatment. Our emphasis on cancer, pre-
cancerous identification and surveillance, wellness and rehabilitation enhances quality of life for our
patients. Patient education programs continue to provide support and information after treatment and

If you have questions or would like to make an appointment with one of our specialists, please call us at

M. MyVirginiaMason
Login »

FIRST AMENDED CLASS ACTION COMPLAINT - 10
Case No. 19-2-26674-1 SEA

Figure 2, Screenshot 5
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About Us

About Virginia Mason
Bailey-Boushay House
Benaroya Research Institute
News and Media

Events

Sustainability

Community Benefit
Donate and Volunteer
Volunteer Services
Quality and Patient Safety
Virtual Care Clinic

Virginia Mason Institute

3 ¥

Careers

Jabs at Virginia Mason
Search Jobs by Location
Search for Physician Jobs
Search for Nursing Jobs
Why Work Here
Connect With Us

For Clinicians
Refer a Patient

Medical Students, Residencies
and Fellowships

Web Based Training
PowerChart

Continuing Medical Education
Continuing Nursing Education
Order Radiology Exams
Pharmacy Resources

Medical Staff Credentialing

Telehealth for Providers

For Employers & Payors

Center for Health Care
Improvement Science

Concierge Medicine
Executive Health Program

MNetworxHealth Consulting
Group

Transforming Health Care
Virginia Mason Institute

Workplace Services

Figure 2, Screenshot 6

About Virginia Mason
Bailey-Boushay House
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Events
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Search Jobs by Location
Search for Physician Jobs
Search for Nursing Jobs
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Continuing Medical Education
Continuing Nursing Education
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1100 9th Ave, Seattle, WA 98101
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Concierge Medicine
Executive Health Program
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Group

Transforming Health Care
Virginia Mason Institute
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Figure 2, Screenshot 7

29. The only visible sign of any third party on this and Virginia Mason’s other

webpages is the logos of Facebook, Twitter, Youtube, Pinterest, and LinkedIn in the footer.
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These logos are not visible until a patient scrolls through five full screens of content on
treatments for brain cancer. More importantly, these logos are not supplied by third parties
and do not redirect patients’ communications. They also do not provide notice to patients
that Virginia Mason may use their personal identifiers to aid third parties in acquiring and
recording their data and communications. Rather, a reasonable internet user would view the
logos as merely convenient links to use at their option to access Virginia Mason’s various
social media accounts, which is precisely what the logos do. For purposes of this litigation, the
logos are a red herring: they do not disclose that patients’ data and communications will be
acquired by third parties.

30. What Virginia Mason’s patients do not know—and cannot know from simply
using Virginia Mason’s website—is that Virginia Mason deploys source code on its website
that commands the patient’s browser to open several invisible 1x1 tracking pixel windows that
allow Facebook and others to acquire and record patients’ personally identifiable data and
communications. These redirections of patients’ communications occur contemporaneously
with each patient’s exchange of communications with Virginia Mason’s website.

Personally Identifiable Information Used for Internet Tracking

31. Tracking pixels often work in conjunction with Internet technologies that
identify Internet users or otherwise contain personally identifiable information.

32. These identifying technologies include IP addresses, cookies, and browser
fingerprints or device identifiers.

IP Addresses

33. An IP address is a number that identifies a computer connected to the Internet.

34. IP addresses are used to identify and route communications on the Internet.

35. In a typical home Internet setup, all Internet-connected devices share the

public IP address of the modem of the home.
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36. Individual homes and their occupants can be tracked and targeted with
advertising using IP addresses.

37. Virginia Mason’s source code uses and redirects patient IP addresses to
Facebook and the other third-party trackers connected to the content of patient
communications, including communications relating to doctors, conditions, treatments, and
patient portal login clicks.

38. Under the Health Insurance Portability and Accountability Act (HIPAA), IP
address are protected personal identifiers. See 45 C.F.R. § 164.514(b)(2)(i)(0O).

Internet Cookies

39. In the early years of the Internet, advertising on websites followed the same
model as traditional newspapers. Just as a sporting goods store would choose to advertise in
the sports section of a traditional newspaper, advertisers paid for ads to be placed on specific
web pages based on the type of content displayed on the web page.

40. Computer programmers eventually developed ‘cookies’ — small text files that
web servers could place on a person’s web browser and computing device when that person’s
web browser interacts with the website server. Cookies can perform different functions.
Eventually, some cookies were designed to acquire and record an individual Internet user’s
communications and activities on websites across the Internet.

41. Cookies are designed to and, in fact do, operate as means of identification for
Internet users. In general, cookies are classified by (1) duration and (2) party.

42. There are two types of cookies classified by duration:

a. “Session cookies” are placed on a user’s computing device only while
the user is navigating the website that placed the cookie. The user’s

web browser typically deletes session cookies when the user closes the

browser.
TERRELL MARSHALL LAW GROUP PLLC
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b. “Persistent cookies” are designed to survive beyond a single Internet-
browsing session. The party creating the persistent cookie determines
its lifespan. As a result, a persistent cookie can acquire and record a
user’s Internet communications for years and over dozens or hundreds
of websites. Persistent cookies are also sometimes called “tracking
cookies.”

43, Cookies are also classified by the party that uses the collected data.

a. “First-party cookies” are set on a user’s device by the website with
which the user is exchanging communications. For example, Virginia
Mason sets a collection of its own cookies on patients’ browsers when
they visit any webpage on the Virginia Mason website. First-party
cookies can be helpful to the user, server, and/or website to assist with
security, log in, and functionality.

b. “Third-party cookies” are set on a user’s device by website servers other
than the website or server with which the user is exchanging
communications. For example, patients who visits Virginia Mason’s
website will also have cookies on their device from third parties, such as
Facebook. Unlike first-party cookies, third-party cookies are not
typically helpful to the user. Instead, third-party cookies are typically
used for data collection, behavioral profiling, and targeted advertising.

44, Data companies like Facebook have developed methods for monetizing and
profiting from cookies. These companies use third-party tracking cookies to acquire and
record users’ Internet communications in order to sell advertising that is customized to that
person’s communications and habits. To build individual profiles of Internet users, third party
data companies assign each user a unique or set of unique numeric or alphanumeric

identifiers associated with specific cookies assigned to the user.
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45, Traditionally, first-party and third-party cookies were kept separate. An
Internet security policy known as the same-origin policy required web browsers to prevent
one web server from accessing the cookies of a separate web server. For example, although
Virginia Mason can deploy source code on its website that uses a patient’s Facebook cookies
to help Facebook acquire and record the patient’s communications, Virginia Mason is not
permitted direct access to the value associated with the Facebook cookie. The reverse is also
true: Facebook is not provided direct access to the values associated with first-party cookies
set by Virginia Mason.

46. Data companies such as Facebook have designed a way to hack around the
same-origin policy to gain access to first-party cookies.

47. Javascript source code developed by third-party data companies and placed on
a webpage by a developer such as Virginia Mason can bypass the same-origin policy to send a
first-party cookie value in a tracking pixel to the third-party data company. This technique is
known as “cookie synching,” and it allows two cooperating websites to learn each other’s
cookie identification numbers for the same user. Once the cookie synching operation is
completed, the two websites can exchange any information they have collected and recorded
about a user that is associated with a cookie identification number. The technique can also be
used to track an individual who has chosen to deploy third-party cookie blockers.

48. Virginia Mason uses and redirects patient cookie identifiers with each patient
communication on the Virginia Mason website, including use of cookie-synching.

49, Under HIPAA, cookies are protected personal identifiers. See 45 C.F.R.

§ 164.514(b)(2)(i)(H), (J), (M), (N)& (R).
Browser Fingerprints
50. A browser fingerprint is information collected about a computing device that

can be used to identify the device.
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51. A browser fingerprint can be used to identify a device when the device’s IP
address is hidden and cookies are blocked.

52. The Electronic Frontier Foundation has explained:

When a site you visit uses browser fingerprinting, it can learn
enough information about your browser to uniquely distinguish
you from all the other visitors to that site. Browser fingerprinting
can be used to track users just as cookies do, but using much more
subtle and hard-to-control techniques. In a paper EFF released in
2010, we found that a majority of users’ browsers were uniquely
identifiable given existing fingerprinting techniques. Those
techniques have only gotten more complex and obscure in the
intervening years. By using browser fingerprinting to piece
together information about your browser and your actions online,
trackers can covertly identify users over time, track them across
websites, and build an advertising profile of them.?

53. Google recently explained, “With fingerprinting, developers have found ways to
use tiny bits of information that vary between users, such as what device they have or what
fonts they have installed to generate a unique identifier which can then be used to match a
user across websites. Unlike cookies, users cannot clear their fingerprint, and therefore
cannot control how their information is collected.”?

54, In 2017, researchers showed that browser fingerprinting techniques can

successfully identify 99.24% of users.*

2 Katarzyna Szymielewicz and Bill Dudington, Electronic Frontier Foundation, The GDPR and
Browser Fingerprinting: How It Changes the Game for the Sneakiest Web Trackers,
https://www.eff.org/deeplinks/2018/06/gdpr-and-browser-fingerprinting-how-it-changes-
game-sneakiest-web-trackers.

3 https://www.blog.google.com/products/chrome/building-a-more-private-web/

4Yinzhi Cao, Song Li, Erik Wijmans, (Cross-)Browser Fingerprinting via OS and Hardware Level
Features, Proceedings of the Network and Distributed Security Symposium, March 2017,
http://yinzhicao.org/TrackingFree/crossbrowsertracking NDSS17.pdf.
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55. Virginia Mason uses and redirects patient device identifiers and data sufficient
for third parties to create a browser fingerprint with each patient communication via the
Virginia Mason website.

56. Under HIPAA, browser fingerprints are protected personal identifiers. See 45
C.F.R. § 164.514(b)(2)(i)(M), (R).

What Happens When a Patient Exchanges Communications with Virginia Mason

57. A communication between a patient and Virginia Mason begins when the

patient decides to search Virginia Mason’s website for information on a health-related topic

like brain cancer treatments:

. ﬁ I’d like information about brain cancer

treatments at Virginia Mason.

58. A patient can seek this information by typing “brain cancer treatments” into

the search bar on the Virginia Mason homepage.
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‘ REFER A PATIENT / DONATE / CAREERS / CONTACT US / STAFF LOGIN / (888)862-2737

X

Virgin ia Mason brain cancer treatments Q
HEALTH SYSTEM -

@ Find a Doctor & Departments & Services @ Locations & Directions & Patients & Visitors & MyVirginiaMason

Specialty
Locations

First or Last Name

Virtual Visits Available 24/7 on your computer or phone - $35 ¢

Figure 3

59. When a patient searches for “brain cancer treatments,” a single
communication occurs between the patient and Virginia Mason, but Virginia Mason’s source
code triggers at least 54 contemporaneous connections or transmissions redirecting the
patient’s personally identifiable information, the content of the patient’s communication, and
Virginia Mason’s response without the patient’s knowledge or consent.

60. Only one of the contemporaneous transmissions relates to the patient’s
communication with Virginia Mason.

61. Virginia Mason causes the other transmissions to automatically and
contemporaneously redirect the patient’s personal identifiers and the content of the patient’s
communication to Facebook, Google, theTradeDesk, and Signal.

Virginia Mason Uses Patient Identifiers
to Help Facebook Acquire and Record Patient Communications

62. Facebook operates the world’s largest social media company.
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63. Facebook maintains profiles on users that include real names, locations, email
addresses, friends, likes, and communications that Facebook associates with personal
identifiers including IP addresses, cookies, and device identifiers.

64. Facebook also tracks non-users across the web through its widespread Internet
marketing products and source code.

65. Facebook’s revenue is derived almost entirely from selling advertising targeted
at Facebook users on Facebook.com and other non-Facebook sites that integrate Facebook

marketing source code.

66. Facebook Business is the division that provides advertising tools and services to
businesses.
67. Facebook Business and the advertising tools it provides to web developers are

focused on trade and commerce.

68. The Facebook Pixel, a product of Facebook Business, is a “piece of code” that
lets developers “measure, optimize and build audiences for ... ad campaigns.”®

69. The Facebook Pixel is an invisible 1x1 web bug.

70. As Facebook describes its service, the Facebook Pixel captures and transmits
patients’ personally identifiable information to Facebook in connection with their actions on
the website and the content of their communications. See Exhibit 1.°

71. On its implementation page for web developers, Facebook describes how its

pixel program matches website visitors with their Facebook accounts and tracks their actions:’

> https://www.facebook.com/business/learn/facebook-ads-pixel.

® Facebook Pixel Implementation, https://developers.facebook.com/docs/facebook-
pixel/implementation/

7 Exhibit 1.
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Implementation

The Facebook pixel is a snippet of JavaScript code that loads a small library of functions you can use to track Facebook
ad-driven visitor activity on your website. It relies on Facebook cookies, which enzble us to match your website visitors
to their respective Facebook User accounts. Once matched, we can tally their actions in the Facebook Ads Manager
and Analytics dashboard, so you use the data to analyze your website's conversion flows and optimize your ad

campaigns.

72. Facebook explains “How the Facebook Pixel Works”:®

How the Facebook pixel works

When someone visits your website and takes an action (for example, buying something), the Facebook pixel is triggered
and reports this action. This way, you'll know when a customer took an action after seeing your Facebook ad. You'll also
be able to reach this customer again by using a custom audience. When more and more conversions happen on your
website, Facebook gets better at delivering your ads to people who are more likely to take certain actions. This is called
conversion optimization.

73. Facebook recommends the pixel code be placed early in the source code for

any given web page or website to ensure that the user will be tracked:®

Installing The Pixel

To install the pixel, we highly recommend that you add its base code between the opening and closing <h=ad> tags on

every page where you will be tracking website visitor actions. Most developers add it to their website's persistent

header, so it can be used on all pages.

Placing the code within your <head> tags reduces the chances of browsers or third-party code blocking the pixel's
execution. It also executes the code sooner, increasing the chance that your visitors are tracked before they leave your

page.

74. Virginia Mason has installed the Facebook Pixel on its website.
75. When a patient exchanges any communication with Virginia Mason on the

Virginia Mason website, the Facebook Pixel source code deployed by Virginia Mason redirects

8 https://www.facebook.com/business/learn/facebook-ads-pixel

% https://developers.facebook.com/docs/facebook-pixel/implementation/
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the patient’s personal identifiers and the content of the patient’s communications with
Virginia Mason to Facebook—before the information is transmitted to Virginia Mason.

76. Virginia Mason uses the Facebook Pixel to redirect a patient’s personal
identifiers and the content of the button clicked when the patient chooses to log in to the
MyVirginiaMason portal.

77. For example, every page on the Virginia Mason website offers patients a button
to click to log in to MyVirginiaMason. When a patient’s mouse is over the MyVirginiaMason

button (with the lock promising security), a pop-up window is offered:

\A REFER A PATIENT / DONATE / CAREERS / CONTACTUS / STAFF LOGIN / (888) 862-2737

Virginia Masonr Q

s FindaDoctor i Departments & Services @ Locations & Directions & Patients & Visitors

————
5: 24/7 Technical Support h-"l_\-'\lf'i!.p;iniaMa!icm is a convenient way to stay in ltl.uch.wilh ymi.r _ I 0 ‘ A N ( E R
Virginia Mason care team and get up-to-date medical information.

If you have trouble logging in to

| %
-] your account or other technical Awailable 24 hours aday, 7 days a week. * Frequently Asked P EV E RY D ﬁ Y
- issues, please call: Schedule select appointments yourself. Questions L]
" [800} 276-8807 View your lab, radiology and pathology results. ”

Request appointments online. .
< Securely message your care team.

T - - ae

78. When a patient clicks the green “Secure Login” button, Virginia Mason
automatically redirects the patient’s personal identifiers and the content of the patient’s

communication (i.e. “Secure Login”) to Facebook.

ts 1567106847474

{"classList":"btn btn-default btn-lg
cd[buttonFeatures| btn-control”, "destination": "https://vmmc.ighealth.com/home","id":"", "imz
Login","numChildButtons":0,"tag":"a", "name":""}
cd[buttonText] |Secure Login

L ]

cd[pageFeatures] | {"title":"Treating Brain Cancer | Virginia Mason Medical Center, Seattle"}

79. Facebook receives the redirected patient personal identifiers and the content

of “Secure Login” before Virginia Mason receives it.
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80. The specific means of identification that Virginia Mason uses to help Facebook
acquire and record the patient communications and activity include the patient’s IP address
and cookie values, including first-party cookie values used by Virginia Mason that Facebook
can access and use through cookie synching.

81. Through the source code deployed by Virginia Mason, the cookies that Virginia
Mason uses to help Facebook identify patients are named c_user, datr, fr, and _fbp.

82. The c_user cookie is a means of identification for Facebook users. The c_user
cookie value is the Facebook equivalent of a user identification number. Each Facebook user
account has one—and only one—unique c_user cookie. Facebook uses the c_user cookie to
record user activities and communications.

83. A skilled computer user can obtain the c_user cookie value for any Facebook
user by going to the user’s Facebook page, right clicking, and selecting “View page source,”
executing a Control-F function for “fb://profile,” and copying the number value that appears
after “fb://profile” in the page source code of the target Facebook user’s page.

84. It is even easier to find the Facebook account associated with a c_user cookie.

One simply needs to log in to Facebook, and then type www.facebook.com/#, with #

representing the c_user cookie identifier. For example, the c_user cookie value for Mark

Zuckerberg is 4. Logging in to Facebook and typing www.facebook.com/4 in the web browser

retrieves Mark Zuckerberg’s Facebook page: www.facebook.com/zuck.'®

85. The datr cookie identifies the web browser from which the patient is sending
the communication, meaning the exact version number that is unique to the device used by

the patient. The datr cookie is a means of identification for Facebook users. In fact, Facebook

10 Facebook “pages” lack c_user cookies. However, they also have unique identifiers. The
c_user equivalent for Virginia Mason is 1062330712. The last four digits of the c_user cookie
value for Virginia Mason Chief Marketing Officer Darlene Corkrum are -4476. (Counsel
possesses but chooses not to disclose the full value of personally identifiable information in a
public document.)
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keeps a record of every datr cookie associated with each of its users. A Facebook user can
obtain a redacted list of all datr cookies associated with his or her Facebook account.

86.  The fr cookie is a means of identification for Facebook users. The ‘fr’ cookie is
an encrypted combination of the c¢_user and datr cookies.!!

87. The _fbp cookie is a first-party cookie set by Virginia Mason. Virginia Mason
uses the _fbp cookie in connection with the Facebook Tracking Pixel, sending Facebook a
patient’s unique _fbp cookie value when redirecting the contents of the patient’s
communications to Facebook.

88. Facebook instructs developers on using Facebook Pixel with both first-party
and third-party cookies. See Exhibit 2.12 On its Developer Help Center, Facebook explains that
its pixel program can use both first-party and third-party cookies to acquire and record

activities and communications of Internet users:13

' See Facebook Tracking Through Social Plug-ins: Technical Report prepared for the Belgian
Privacy Commission, Mar. 27, 2015, available at
https://securehomes.esat.kuleuven.be/~gacar/tb_tracking/fb_pluginsv1.0.pdf.

12 Facebook, About Cookie Settings For Your Facebook Pixel, retrieved from
https://www.facebook.com/business/help/471978536642445

13 Exhibit 2.

TERRELL MARSHALL LAW GROUP PLLC
FIRST AMENDED CLASS ACTION COMPLAINT - 23 Saatle, Washington 58103.6969
CAse NO. 19-2-26674-1 SEA TEL. 206.816.6603 « FAX 206.319.5450

www.terrellmarshall.com




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

About Cookie Settings For Your Facebook Pixel

Cookies are small pieces of code stored in Internet browsers that are often used fo distinguish between website
visitors.

You can mow use both first and third-parly cookies with your Facebook pixel. The difference between first and third-
party cookies lies in who owns the cookie.

First-party cookies are owned by the website a person ig currently viewing, while third-party cookies belong to a
website other than the cne a person is currently viewing.

Compared to third-party cockies, first-party cookies are more widely accepted by browsers and stored for longer
pericds of time.

To give you more contrel over your advertising outcomes, the options for using cookies with your Facebook pixel are:

1. Use the Facebook pixel with both first and third-party cookies
This is the default option and iz most likely your current Facebook pixel setting. With this option, you will
use first-parly cookie data with your Facebook pixel, in addition to third-party cookie data. Using both first
and third-party cookies will enable you to reach more customers on Facebook and to be more accurate in
measurement and reporting.

2. Use the Facebook pixel with third-party cookies only
You can disable first-party cookies and use the Facebook pixel with third-party cockies only. With this
option, your Facebook pixel will be less effective in reaching customers on Facebook and less accurate in
measurement and reporting.

89. The fbp cookie is a means of identification for Facebook users. Virginia Mason
deploys the fbp cookie to help Facebook acquire and record patients’ identifiable user
communications. With every communication a patient exchanges with Virginia Mason at
VirginiaMason.org, Virginia Mason separately but contemporaneously transmits the fbp
cookie identifier to Facebook attached to the content of the patient’s communication.

90. For example, through its source code, Virginia Mason can use the c_user, datr,
and fr cookies to help Facebook acquire and record a patient’s search for “brain cancer
treatments.”

91. Facebook also periodically scrapes every webpage on which its source code

appears, enabling Facebook to obtain all of the exchanged communications.
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Virginia Mason Uses Patient Identifiers
to Help Google Acquire and Record Patient Communications

92. By many measures, Google is the world’s largest data company. Among other
services, Google operates the world’s most popular search engine (Google), email provider
(Gmail), video website (YouTube), mapping service (Google Maps), Internet analytics service
for web developers (Google Analytics), and web browser (Chrome). It also operates various ad
services that are among the world’s most popular in their respective categories, including the
advertising services of Google Doubleclick and Google AdWords.

93. Though lesser known, Google Analytics has massive reach. The Wall Street
Journal called it “far and away the web’s most dominant analytics platform” and explained
that it “tracks you whether or not you are logged in.”**

94, Google tracks Internet users with IP addresses, cookies, geolocation, and other
unique device identifiers.

95. Cookies are personally identifiable for Google. For example, Google explains
the following about certain cookies that it uses:

a. “[W]e use cookies called ‘SID’ and ‘HSID’ which contain digitally signed
and encrypted records of a user’s Google account ID and the most
recent sign-in time.”1>

b. “Most Google users will have a preference cookie called ‘NID’ in their
browsers. A browser sends this cookie with requests to Google’s sites.
The NID cookie contains a unique ID Google uses to remember your
preferences and other information[.]”®

c. “Google uses cookies like NID and SID to help customize ads on Google

14 Christopher Mims, Who Has More of Your Personal Data than Facebook? Try Google, The
Wall Street Journal, April 22, 2018, https://www.wsj.com/articles/who-has-more-of-your-
personal-data-than-facebook-try-google-1524398401.

15 Google Privacy & Terms, Types of Cookies Used by Google,
https://policies.google.com/technologies/types?hl=en-US

16 /d.
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properties, like Google Search. For example, we use such cookies to

remember your most recent searches, your previous interactions with

an advertiser’s ads or search results, and your visits to an advertiser’s
website. This helps us show you customized ads on Google.”*’

d. “We also use one or more cookies for advertising we serve across the
web. One of the main advertising cookies on non-Google sites is named

‘IDE’ and is stored in browsers under the domain doubleclick.net.

Another is stored in google.com and is called ANID. We use other

cookies with names such as DSID, FLC, AID, TAID, and exchange_uid.

Other Google properties, like YouTube, may also use these cookies to

show you more relevant ads.”*8

96. Virginia Mason deploys Google Analytics tracking on its website.

97. When a patient sends a communication to Virginia Mason through its website,
the Google source code deployed by Virginia Mason triggers the transmission of patient
identifiers (IP address and unique values passed to Google) and the content of the patient’s
communication (i.e., “treating brain cancer”) to Google Analytics.

98. Google provides instructions for web developers to anonymize IP addresses
when they use Google Analytics. See Exhibit 3.°

99. Google explains that the IP anonymization feature “is designed to help site
owners comply with their own privacy policies, or, in some countries, recommendations from
local data protection authorities, which may prevent the storage of full IP address
information.” The Google IP anonymization instructions tell web developers to add a

parameter called ‘aip’ in their Google Analytics source code. When ‘aip’ (“anonymize IP”) is

7d.
81d.

19 Google, Analytics Help, IP Anonymization in Analytics,
https://support.google.com/analytics/answer/2763052?hl=en
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turned on, it will be reported to Google Analytics in a GET request with the following:
‘&aip=1".

100. Virginia Mason does not use Google’s IP anonymization tool. As a result,
patient identifiers are not anonymous when Virginia Mason uses and causes them to be
transmitted to Google Analytics.

101. Virginia Mason deploys Google Doubleclick and Google Ads tracking on its
website.

102. Google Doubleclick is a third-party advertising service that tracks users across
the Internet using personally identifiable data and communications to place targeted
advertisements.

103. Virginia Mason funnels Doubleclick source code through a tag management
system called Bright Tag, owned by a company called Signal.

104. As explained below, the Doubleclick source code places an invisible pixel within
the already invisible Bright Tag/Signal iframe.

105. Virginia Mason uses patient means of identification including IP addresses and
cookies to help Google Doubleclick acquire and record patients’ data and the content of their
communications without the patients’ knowledge, action, authorization, or consent.

106. The cookies used by Virginia Mason to help Google Doubleclick and Google Ads
acquire and record patient communications include, as discussed above, cookies named IDE,
NID, ANID, HSID, and SID, each of which is a personal identifier when obtained by Google.

107. In addition, Virginia Mason causes transmission of a cookie named _fbp to
Google Doubleclick that has a different value than the first party _fbp cookie set by Virginia
Mason, but which is a persistent identifier that Google Doubleclick uses to acquire and record

patient communications at sites across the Internet.
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108. Facebook instructs developers on how to use the Facebook Tracking Pixel with
Google Doubleclick. See Exhibit 4.2° Facebook explains how developers can funnel data
through Doubleclick to Facebook in a recurring report that can be transmitted to Facebook in

a daily email:!

Set Up Recurring Report for Automated Mapping and Cos

1. Go to Google Campaign Manager.

ra

. Select Reporting & Attribution from the dropdown menu

[

. Select Report Builder, then cick New Report and s=lect 2 standard report.

.

. Enter 3 name for the report. For File type, select C3V. For Date Range, s=l=ct Yesterday.

en

. For Filters, select the accounts or campaigns where tags are currently installad.

[+

. For Dimensions and Metrics, select the following

Diate, Advertiser, Advertiser |ID, Campaign, Campaign 1D, Site (OCM), Site ID (DCM), Placement,
Placement ID, Ad. Ad ID, Ad Type. Impressions, Clicks, Media Cost

. Under Schedule, ofick to chack the box nesxt to Active. For Repeats, selzct Daily. For Every, select 1
day. For Starts, se'ect today's date. This report will run until it expires, so s=t Expires 10 a date as farinto

the future as possible.

[

. For Share with, ciick Add people and pasie the Facebook-provided Mapping Import Email and Cost

Import Email addresses, as applicable. Click Save

109. Upon information and belief, Virginia Mason set up its Google Campaign or
Doubleclick Campaign Manager to transmit patient information to Facebook via the Google
Doubleclick _fbp cookie.

Virginia Mason Uses Patient Identifiers
to Help Signal Acquire and Record Patient Communications

110. Tag management systems offer a solution for web developers to place all of
their third-party tracking pixel or web bug source code in a single place, which makes
webpages load faster, makes it relatively easier to change third-party tracking tools, and

further obscures the tracking taking place on a website.

20 Facebook, Google Campaigh Manager (Double-Click Campaign Manager),
https://www.facebook.com/business/help/565734646951134

21 Exhibit 4.
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111. To use tracking pixels, web developers use source code that commands a user’s
browser to redirect the contents of the user’s communication and personally identifiable
information to the third-party data companies engaged in the tracking. Placing multiple
tracking pixels directly into the source code of a website can become unwieldy because it
causes webpages to load more slowly and makes it more difficult to make changes to the
website.

112. By using a tag management system, a web developer can simply place a small
snippet of code from the tag management system into the website’s source code. The
developer then places all of the third-party tracking pixel source code into the tag manager.

113. Using the same invisible window analogy, in the absence of a tag manager, a
web developer has to command a web browser to open a separate window for each third-
party tracker deployed on the website. With a tag manager, the web developer commands
the web browser to open a single window through which all of the third-party tracking pixels
and source code are permitted to spy on user identifiers and communications.

114. Google explains the benefits of its own Google Tag Manager:

Tags on your website help you measure traffic and optimize your online
marketing. But all that code is cumbersome to manage. It often takes too
long to get new tags on your site or update existing ones. This can delay
campaigns by weeks or months so you miss valuable opportunities, data,
and sales. That’s where tag management comes in. Google Tag Manager is
a powerful free tool that puts you the marketer back in control of your
digital marketing. You update all your tags from Google Tag Manager
instead of editing the site code. This reduces errors, frees you from having
to involve a web master, and lets you quickly deploy tags on your site.

Here's how it works. Sign in with an existing Google Account. Go to
Google.com/tagmanager and create an account for your company. We’'ll
name this one after the name of our company, Example Inc. Next, create a
container for your domain name. We’ll name this one after our website,
example.com. This container will hold all the tags on the site. When you
create a container, Google Tag Manager generates a container snippet to
add to your site. Copy this container snippet and paste it into every page
of your site. Paste the snippet below the opening body tag. Once you've
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pasted the container snippet into your site, you add and edit your tags
using Google Tag Manager. You can add any marketing or measurement
tag you want, whenever you want.??

115.  Virginia Mason uses Signal’s Bright Tag management system.

116. When a patient sends a communication through the Virginia Mason website,
the source code sends a command to create an invisible 1x1 iframe on the patient’s screen
and then contemporaneously and instantaneously commands the patient’s web browser to
redirect the content of the patient’s communications to Facebook, Google, Signal, and
theTradeDesk.

117. For example, this is one example of Facebook Pixel source code that Virginia

Mason places inside the Bright Tag management system:

7| s.tag("\x3c!— | —-\x3e\n\x3cscript\x3e\n! function(f,b,=s,v,n, t,s) {1if(£f. fbg) return;
=+ n\x3df. fbg\x3dfunction() {n.callMethod?\nn.callMethod.apply (n, arguments) :n.gqueus.push (arguments) };1i£(
=¢ 'f. fbg)f. fbgix3dn;\nn.push\x3dn;n.loaded\x3d!0;n.version\x3d\x272.0\x27;n.queus’\x3d[]; t\x3db.

=4 createElement (e) ;t.asynchx3d!0; \nt.src\x3dv;s\x3db.getElementsByTagName () [0] ;s.parentNode.

=+ insertBefore (t, s) } (window, \ndocument, \x27script\x27, \x27https://connect . facebook.net/en US/fbevents.
=+ 33\x27) ;\n\nfbqg (\x27init\x27, “\x27637283573094005\x27) ;\nfbg (\x27track\x27, \x22PageView\x22);\n\

=+ x3c/script\x3e\n\n\x3c!-- End Facebook Pixel Code --\x3e', {tagId:4001557});

118. In addition to granting Facebook, Google, and theTradeDesk access to an
invisible window through which to track Virginia Mason patients, the Bright Tag transmission
also involves Virginia Mason’s use of patient identifiers to help Signal acquire and record
patient communications without patients’ knowledge, action, authorization, or consent.

119. This redirected transmission to Bright Tag/Signal includes searches for health
information (like the search for “brain cancer treatments”), Internet cookies, and other data

n u

that Signal publicly claims helps it to recognize a user “as a specific person” “wherever she is

on the web or mobile, not as a collection of data suggesting an individual ....”?3
120. Signal proclaims that it assigns consumers “[a] persistent ID [that] provides a

single view of an individual that crosses multiple devices — from desktop, to mobile web, to in-

app — with no duplication. This ID is formed using deterministic data, collected from

22 See https://www.youtube.com/watch?v=KRvbFpeZ11Y, audio from 0:04 to 1:40.

23 https://www.signal.co/customer-identity-solution/
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authenticated identifiers like logins, loyalty card numbers, etc. If the user remains logged into
a social media platform, a brand site, an email account, or any other online account, she can
be recognized wherever she is on the web or mobile, not as a collection of data suggesting an
individual, but as a specific person.”?*

121.

Signal then creates a customer identity graph that it describes as “a database

that houses all the known identifiers that correlate with individual customers”:2°

Across a consumer’s journey, one or many personal identifiers may be associated with an individual — email addresses, a
physical address, mobile phone numbers, device IDs, account usernames, customer IDs, loyalty numbers and an ever-
changing array of cookies picked up in browsers. The ID graph collects these identifiers and connects them to the

customer'’s profile and any related data points, including behavioral data like browsing activity or purchase history.

122. Virginia Mason uses at least 53 separate patient identifiers that it redirects to

Bright Tag/Signal, plus the patient’s IP address and the contents of the patient’s

communication.

Virginia Mason Uses Patient Identifiers
to Help theTradeDesk Acquire and Record Patient Communications

123. Virginia Mason uses tracking tools from theTradeDesk via the domain
adsrvr.org.
124. Virginia Mason funnels TradeDesk source code through Bright Tag.

24 https://www.signal.co/resources/what-is-customer-identity/

25 https://www.signal.co/blog/6-things-about-id-graphs/
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125. As with other third parties, TradeDesk tracking is hidden from patients.

126. TheTradeDesk is an online advertising company that “helps advertisers and
their advertising agencies manage digital advertising campaigns across many channels, such as
websites, apps, audio, smart tvs, and other video.”?®

127. TheTradeDesk states that the data it collects is not anonymous, but instead
“pseudonymous, which means that it does not directly identify people.”?’

128. TheTradeDesk retains the information for “up to 18 months before [theTrade

Desk] aggregate[s] it.” The “pseudonymous” data includes:?®

The data our Platform collects Pseudonymous data such as:

and processes:
¢ unique cookie and device identifiers

* mobile device advertising identifiers

¢ |P addresses

¢ web browsing history from advertising impressions we see

¢ interest information inferred by us from web browsing history

* interest information stored and/or used on the Platform by clients and partners
* location information

¢ browser and device type, version and settings

129. As described by theTradeDesk, the “pseudonymous” data it collects is

personally identifiable information under HIPAA.

130. Virginia Mason uses patient identifiers like IP addresses and cookies to help
theTradeDesk acquire and record patient data and communications content without patients’
knowledge, action, authorization, or consent.

Other Communications that Virginia Mason Helps Third Parties Acquire and Record

131. The data transmissions triggered by the Virginia Mason source code when a

patient searches for “brain cancer treatments” are just an example. The Virginia Mason source

26 https://www.thetradedesk.com/general/privacy

27 Id.
28 Id.
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code triggers similar redirects of patient identifiers and communications with every
communication that a patient exchanges with Virginia Mason on its website.
132. These communications include, but are not limited to, every time a patient:
a. Clicks the “MyVirginiaMason” button to access the Virginia Mason

patient portal;

b. Logs out of the Virginia Mason patient portal;

C. Requests and exchanges information about a doctor;

d. Clicks to “Request Appointment”;

e. Requests and exchanges information about a service, such as

www.virginiamason.org/brain-cancer;

f. Searches for a specialist;

g. Searches or exchanges a communication about a specific medical
condition;

h. Searches for a type of treatment;

i Refines a search by clicking the “Apply Filter” button; or
j- Clicks on a link, such as “Treating Brain Cancer.”

133. Virginia Mason uses patient identifiers to help third parties identify website
users’ status as patients of Virginia Mason and to acquire and record their requests for
appointments, doctors, conditions, interests, and other communications they exchange with
Virginia Mason on its website.

134. The source code Virginia Mason deploys on its website is the digital equivalent
of (1) providing a carbon copy of key data points on every patient intake form, and (2) bugging
Virginia Mason’s phone lines to inform Facebook, Google, Trade Desk, and Signal in real time

of the who, what, and when of communications exchanged with patients.
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Virginia Mason Benefits from Helping Third Parties Surreptitiously Track Its Patients

135. In exchange for deploying source code supplied by the third parties to capture
and transmit its patient identifiers and communications, Virginia Mason receives enhanced
advertising services. Among other things, the third parties help Virginia Mason measure the
effectiveness of its advertising and provide retargeting abilities, a form of online advertising
targeting consumers based on their previous Internet communications.

136. Retargeting is cookie-based online advertising. It uses code tracking pixels and
cookies to notify retargeting providers to display ads to the user elsewhere on the Internet.

137. Retargeting is the reason a consumer may see an advertisement for hotels in a
certain location for many days after visiting a website about that location, or an
advertisement for shoes after browsing for shoes.

138. The third parties capture patients’ personally identifiable information and
health communications and use that information to create detailed dossiers. The third parties
then use this information to sell Virginia Mason and others advertisements that target the
patients.

139. Once the third parties have patients’ personally identifiable information and
health communications, nothing prevents them from disclosing the information for their own
gain or using it in any other manner they desire. For example, and upon information and
belief, Facebook uses the information to permit other advertisers to send targeted messages
to its own user list with individuals Facebook has identified as having an interest in specific
medical conditions.

140. Virginia Mason has effectively sold patient identifiers and communications
through this barter: Virginia Mason gives the third parties the data, the third parties return
the favor of enhanced marketing services, and third parties can then use the data however
else they choose.

141. Upon information and belief, the third parties Virginia Mason assists in
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acquiring and recording patients’ identifying information and health communications use that
information for their own business purposes.

142. The monetization of Virginia Mason’s patient information demonstrates its
inherent value.

143. In aiding third parties in capturing and recording the data, Virginia Mason is
infringing on its patients’ property rights to the data.

144. There is an active market for health information that is the subject of
significant legal protections under HIPAA and the common law.

145. The value of the data that Virginia Mason helps third parties acquire to build
dossiers on its patients and target advertisements to them is well understood and generally
accepted in the e-commerce industry.

146. Personal information is now viewed as a form of currency. Professor Paul M.

Schwartz noted in the Harvard Law Review:

Personal information is an important currency in the new millennium. The
monetary value of personal data is large and still growing, and corporate
America is moving quickly to profit from the trend. Companies view this
information as a corporate asset and have invested heavily in software that
facilitates the collection of consumer information.

147. The cash value of Internet users’ personal information can be quantified.

148. For example, one 2015 study determined that Americans place more value on
“health condition” than any other piece of data about them (including their Social Security
numbers, passwords, and purchase histories), with a with a minimum value of $82.90.%°

149. Medical information derived from medical providers is more valuable because
this data is not available to third-party data marketing companies because of strict restrictions

on disclosures under HIPAA, state laws, and provider ethical standards, including the

2% Ponemon Institute, Privacy and Security in a Connected Life: A Study of US Consumers,
March 2015, https://www.trendmicro.de/media/report/ponemon-privacy-and-security-in-a-
connected-life-us-consumers-report-en.pdf.
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Hippocratic oath.

150. Even with restrictions on the disclosure of personally identifiable health
information, a robust market exists for the trade of de-identified health data.3°

151. By assisting third parties in acquiring and recording its patients’ personally
identifiable data and communications without the patients’ knowledge, consent, or
authorization, Virginia Mason diminishes the value of Plaintiffs’ and other Class members’
personally identifiable data and communications.

Virginia Mason’s Wrongful Conduct Is Not Necessary

152. The third-party code that Virginia Mason deploys on its website is not required
for maintenance of the website or use of social media marketing tools. Virginia Mason could
easily remove the code without impairing the functionality of the website as a tool to
exchange communications with patients.

153. Itis also possible for a website developer to enable social media sharing by
users (if that was the intent) without allowing third parties to capture patient information. In
fact, Virginia Mason’s website illustrates precisely how this can be accomplished.

Virginia Mason Does Not Disclose Its Conduct or Obtain Authorization, But Instead
Falsely Assures Patients of the Confidentiality of Their Information

154. Plaintiffs and Class members reasonably expect that their communications with
Virginia Mason are private because of:
a. Virginia Mason’s status as their health care provider;
b. Virginia Mason’s common law obligation to maintain the confidentiality

of communications with patients;

30 See How Data Brokers Make Money Off Your Medical Records, Scientific American,
https://www.scientificamerican.com/article/how-data-brokers-make-money-off-your-
medical-records/; Your Private Medical Data is for Sale — and It’s Driving a Business Worth
Billions, The Guardian, https://www.theguardian.com/technology/2017/jan/10/medical-data-
multibillion-dollar-business-report-warns; The Hidden Global Trade in Patient Medical Data,
YaleGlobal Online, https://yaleglobal.yale.edu/content/hidden-global-trade-patient-medical-
data.
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C. State and federal laws protecting the confidentiality of private
communications and medical information;
d. Virginia Mason’s express promises of confidentiality; and
e. Virginia Mason’s implied promises of confidentiality.
155. A health care provider must obtain a patient’s express written authorization to
disclose and use patient personal identifiers for marketing purposes.
156. Virginia Mason expressly promises not to disclose or use patients’ information
for marketing purposes in the absence of express, written authorization.

157. Inits Notice of Privacy Practices provided to patients, Virginia Mason promises:

Use and Disclosure Requiring Your Authorization

DLher than the uses and disclosures described above, we will not use or
disclose your health information without your written authorization.
Virginia Mason requires your written authorization for most uses and
disclosures of psychotherapy notes, for marketing (other than a face-to-
face communication between you and a Virginia Mason workforce
member or a promotional gift of nominal value), or before selling your
health information.

158. HIPAA protects patient health information by prohibiting covered entities, such
as hospitals and other health providers, from disclosing protected health information without
the express, written authorization of a patient. A person who knowingly violates HIPAA by
disclosing individually identifiable health information to another person with the intent to sell,
transfer or use the individually identifiable health information for commercial advantage is
subject to criminal fines of up to $250,000 and imprisonment of up to 10 years. See 42 U.S.C.
§ 1320d-6.

159. The patient information that Virginia Mason helps third parties capture is
considered personally identifiable under HIPAA. HIPAA defines personally identifiable
information to include “any unique identifying number, characteristic or code” and lists the

examples of medical record numbers, account numbers, device identifiers, serial numbers,
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URLs and IP addresses. 45 C.F.R. § 164.514(2). HIPAA also declares information to be
personally identifiable when the covered entity has “actual knowledge that the information
could be used alone or in combination with other information to identify an individual who is
a subject of the information.” 45 C.F.R. § 164.514(2)(ii).

160. To Plaintiffs’ knowledge, every federal agency charged with rulemaking
addressing the definition of personally identifiable information has found that the type of
information captured through Virginia Mason’s website and redirected to third parties is
personally identifiable.

161. The Washington Health Care Information Act prohibits health care providers
and agents and employees of health care providers from disclosing health care information
about a patient to any other person without the patient’s written authorization. See RCW
70.02.020.

162. Virginia Mason fails to obtain express written authorization as required by
HIPAA, RCW 70.02.020, and its own promises, before using and disclosing patient personal
identifiers and the content of patient communications for marketing purposes.

163. Virginia Mason does not alert patients in any way that their personally
identifiable information and the content of their communications (including communications
relating to their medical provider, medical conditions, appointments, and clicks to access the
MyVirginiaMason patient portal) are captured and transmitted to third parties
contemporaneously with their communications with Virginia Mason.

164. A health care provider’s duty of confidentiality cannot be waived via an
inconspicuous, unenforceable browse-wrap privacy policy, regardless of the contents of the
policy.

165. Patients’ reasonable expectation that their health care provider will not
disclose their personal identifiers or the contents of their communications to third parties for

marketing purposes in the absence of express authorization cannot be waived via an
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inconspicuous, unenforceable browse-wrap privacy policy, regardless of the contents of the
policy.

166. Browse-wrap statements do not create enforceable contracts against
consumers.

167. The very term “Privacy Policy” is deceptive. Consumer surveys consistently
show that a majority of Americans falsely believe that the existence of a “privacy policy”
means that “the company keeps confidential all the information it collects on users.”3!

168. The vast majority of Internet users do not read privacy policies. One study
found that only between 0.05 to 0.22 percent of online shoppers (1 or 2 of every 1,000
shoppers) access online agreements — even click or scroll-wrap agreements rather than
browse-wrap agreements.3?

169. Chief Justice John Roberts admits he does not read online agreements.33

170. The cost of reading all privacy policies a consumer encounters is high. A study
found that it would take the average American consumer between 181 to 304 hours per year
to read the privacy policies of websites with which they interact.3* This would require a
consumer to devote an estimated 40 minutes per day to reading privacy policies. The time-
money calculation for this effort is between $2,533 to $5,038 per year per consumer for a
collective national cost of $559.7 billion to $1.1 trillion per year.

171. Itis reasonable for patients to assume their health care providers’ privacy

31 Aaron Smith, Half of Americans Don’t Know What a Privacy Policy Is, Pew Research Center
(Dec. 4, 2014) (reporting that more than half of Americans false believe that “[w]hen a
company posts a privacy policy, it ensures that the company keeps confidential all the
information it collects on users”), https://www.pewresearch.org/fact-tank/2014/12/04/half-
of-americans-dont-know-what-a-privacy-policy-is/.

32 Yannis Bakos, Florencia Marotta-Wurgler and David R. Trossen, Does Anyone Read the Fine
Print? Consumer Attention to Standard Form Contracts, 43 J. Legal Stud. 1, 1 (2014).

33 Debra Cassens Weiss, Chief Justice Roberts Admits He Doesn’t Read the Computer Fine Print,
ABA Journal (Oct. 20, 2010) (“Answering a student question, Roberts admitted he doesn’t
usually read the computer jargon that is a condition of accessing websites.”).

34 Aleecia M. McDonald and Lorrie Faith Cranor, The Cost of Reading Privacy Policies, 4 ISJLP
543, 563 (2008).
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policies are consistent with their health care providers’ duties of confidentiality and patients’
expectations of privacy.

172. Even if a browse-wrap privacy policy could legally waive health providers’
privacy obligations, Virginia Mason makes express and implied promises of confidentiality in
its privacy policy that increase its patients’ expectations of privacy and assures patients that
their personally identifiable information and communications will be kept private and secure.

173. Virginia Mason includes a link to its “Privacy Policy” link in the footer of its
website. To see the footer, a patient must scroll down through at least two full screens of

material:

\' REFER A PATIENT / DOMNATE / CAREERS / COMTACT US / STAFF LOGIN / (888) 862-2737
A

Virginia Mason Sesrch Qa

P Find a Doctor B Departments & Services ¥ Locations & Directions & Patients & Visitors & MyVirginiaMason

Find a Doctor &

o

o
irst or Last Name

Firs Ely

- 8 |

Schedule appointments online with MyVirginiaMason

. ] :
= ] ' [

M. Find a Medical M. Request an
Clinic » Appointment »
i ¥

Figure 7, Screenshot 1
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Your Secure Online Medical Record
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Access Convenient Online Bill Pay

We Accept Most Insurance Plans, Including
Medicare

Schedule an Appointment Online or by
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st Hospitals [ -~

Walchlater Share
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Figure 7, Screenshot 2
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i E Web Based Training Executive Health Program
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I : Continuing Medical Education
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. Continuing Mursing Education
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Order Radiology Exams
Donate and Volunteer Workplace Services
Pharmacy Resources
Volunteer Services
W Medical Staff Credentialing
Quality and Patient Safety
N Telehezlth for Providers
Virtual Care Clinic
Virginia Mason institute

000000

\‘ 22019 Virginia Mason Medical Center / 1100 5th Ave, Sestrle, WA 93101

S Terms of Use / Privacy Policy / Site Map / Websits
Virginia Mason

Feadbad

Staff Login / Home

Figure 7, Screenshot 3

174. A patient who clicks the “Privacy Policy” link is taken to this webpage:
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) ‘ REFER A PATIENT / DONATE / CAREERS / CONTACTUS / STAFFLOGIN / (888)862-2737

Virginia Mason [ s a .-

2 Find a Doctor Departments & Services 9 Locations & Directions & Patients & Visitors & MyVirginiaMason

Specialty

Locations ~

Home / Privacy Policy & Print &4 Email

Privacy Policy
Notice of Privacy Practices - Downloadable and Translation Materials

* English
* Korean
* Russian
* Spanish

The staff of Virginia Mason Medical Center respects the privacy of our patients and of our website users. If you don't find your concern
addressed here, feel free to contact us by email or phone.

Figure 6
175. The initial content of the page directs patients to Virginia Mason’s Notice of
Privacy Practices for patients under HIPAA in English, Korean, Russian, and Spanish and

describes Virginia Mason’s use and disclosure of patients’ medical information. See Exhibit 5.3°

35 Virginia Mason Notice of Practice Practices,
https://www.virginiamason.org/workfiles/privacy notice.pdf
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176. A patient viewing this statement about the Notice of Privacy Practices would
reasonably believe the Notice of Privacy Practices applies to his or her data and
communications with Virginia Mason.

177. The Notice of Privacy Practices does not disclose that Virginia Mason deploys
code on its website to capture and transmit patients’ personally identifiable information and
health communications to Facebook, Google, and other third-party data companies.

178. The Notice promises that Virginia Mason “will not use or disclose your health
information without your written authorization ... for marketing ... or before selling your

health information.”

Use and Disclosure Requiring Your Authorization

Other than the uses and disclosures described above, we will not use or
disclose your health information without your written authorization.
Virginia Mason requires your written authorization for most uses and
disclosures of psychotherapy notes, for marketing (other than a face-to-
face communication between you and a \irginia Mason workforce
member or a promotional gift of nominal value), or before selling your

health information. -

179. Virginia Mason makes additional statements about patients’ privacy on a
submerged screen below the links to the Notice of Privacy Practices. See Exhibit 6.3
180. Among other things, Virginia Mason promises the following:
a. “The staff of Virginia Mason respects the privacy of our patients and of
our website users.”
b. “We will use your personally identifiable information only for the

specific reason for which you submitted it, (i.e. registering for a class).”

36 Exhibit 5 at 4.

37 Virginia Mason Privacy Policy Information, https://www.virginiamason.org/privacy-policy
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“We will take reasonable precautions to protect your personal
information including encryption with SSL technology and passwords
when appropriate.”

“Virginia Mason will use overall demographic data of our Web users to
improve the site and enhance services. These demographic trends will
not be traceable to an individual’s personal information.”

“Virginia Mason is the sole owner of the information collected on this
site. We will not sell, share, or rent this information to others in ways
different from what is disclosed in this statement, except to vendors
and agents in support of Virginia Mason’s activities.”

“Virginia Mason does not commercially sell any customer lists or email
addresses.”

“Company may, however, disclose personal information if permitted or
required to do so by law or in the good-faith belief that such action is
necessary to (a) conform to applicable law or comply with legal process
served on Virginia Mason; (b) protect and defend the rights or property
of Virginia Mason, the websites, or the users; or (c) act under exigent
circumstances to protect the personal safety of users of the Virginia
Mason, the website, or the public.”

“Usage of a cookie is not linked to any personally identifiable
information while visiting the Virginia Mason site.”

“We may use non-personally identifiable information transferred
through Cookies for promotional or marketing purposes.”

“In addition to the use of personal information, Virginia Mason may also
gather anonymous information which may be used by Virginia Mason or

shared with third parties. Generally this information is collected through
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‘traffic data’ and may entail the use of Cookie and IP addresses. Virginia
Mason uses such traffic data to help determine how our users use parts
of the website so we can analyze trends, administer the site, track
user’s movements, gather broad demographic information for
aggregate use a better experience for you. IP addresses and other traffic
data are not linked to personally identifiable information.”

“We exercise care in providing secure transmission of your information
from your PC to our servers. Personal information collected by the
Virginia Mason website is stored in secure operating environments that
are not available to the public. ... Only those employees who need
access to your information in order to do their jobs are allowed access,
each having signed confidentiality agreements. Any employee who
violates our privacy and/or security policies is subject to disciplinary
action, including possible termination and civil and/or criminal
prosecution.”

PLAINTIFFS’ EXPERIENCE

181. Plaintiff Jane Doe used VirginiaMason.org to communicate with Virginia Mason,

to create an account on Virginia Mason’s patient portal, identify herself to Virginia Mason as a

patient by clicking on the MyVirginiaMason link, and exchange information relating to her

providers and medical

conditions.

182. Plaintiff John Doe used VirginiaMason.org to communicate with Virginia

Mason, to create an account on Virginia Mason’s patient portal, identify himself to Virginia

Mason as a patient by

relating to his provide

clicking on the MyVirginiaMason link, and exchange information

rs and medical conditions.
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183. Plaintiff John Doe exchanged communications with Virginia Mason via the
VirginiaMason.org web property and patient portal after the Complaint was initially filed in
this case but where Plaintiff had no knowledge of this case or Virginia Mason’s activity.

184. Based on the serving of the Complaint and expert analysis conduct by Virginia
Mason and submitted to this Court, Virginia Mason’s re-directions and disclosures of Plaintiff
John Doe’s communications were done with full knowledge of the consequences of its
actions.

185. The code that Virginia Mason deployed on its website captured and
transmitted Plaintiffs’ personally identifiable information to Facebook, Google, theTradeDesk,
and Signal.

186. Virginia Mason received enhanced marketing services in exchange for
transmitting Plaintiffs’ personally identifiable information to these third parties but did not
pay or offer to pay Plaintiffs for the information.

187. Plaintiffs’ injuries are ongoing because, upon information and belief, Plaintiffs’
information continues to be disseminated, sold, and used by third parties to target Plaintiffs
for specific advertising, goods, and services.

188. Plaintiffs did not receive the full benefit of being a patient of Virginia Mason
because Virginia Mason breached its duty of confidentiality and violated Plaintiffs’ right to
privacy.

CLASS ACTION ALLEGATIONS

189. Plaintiffs bring this case as a class action on behalf of the proposed Class:

All Washington residents who are, or were, patients of Virginia Mason
Medical Center or Virginia Mason Health System or any of their affiliates
and who exchanged communications at www.virginiamason.org or any
other website maintained by Virginia Mason.

190. Excluded from the proposed Class is: (a) any Judge or Magistrate Judge

presiding over this action and members of their families; (b) Defendnats; (c) any entity in
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which any Defendant has a controlling interest or which has a controlling interest in any
Defendant; (d) Defendants’ officers and directors; (e) Defendants’ legal representatives,
assigns, and successors; and (f) counsel for any party.

191. Numerosity. The proposed Class is so numerous that joinder of all Class
members is impracticable. Plaintiffs do not know the exact number of Class members, but
estimates it to be in the hundreds or thousands.

192. Commonality. There are questions of law and fact common to Plaintiffs and the
proposed Class, including but not limited to:

a. Whether Virginia Mason assists third parties in acquiring and recording
Plaintiffs’ and Class members’ personally identifiable and health
information;

b. Whether Virginia Mason obtains Plaintiffs’ and Class members’ express
authorization to assist third parties in acquiring and recording their
personally identifiable and health information;

C. Whether Plaintiffs’ and Class members’ communications with Virginia
Mason on Virginia Mason’s website constitute private health
information that is protected by common law, state and federal law,
and industry standards and ethical guidelines;

d. Whether Virginia Mason engaged in unfair or deceptive acts or practices
in violation of the Washington Consumer Protection Act;

e. Whether Virginia Mason aided and abetted third parties’ violations of
the Washington Privacy Act;

f. Whether Virginia Mason’s conduct constitutes identity theft in violation
of RCW § 9.35.020;

g. Whether Virginia Mason intruded upon the private affairs of Plaintiffs

and Class members;
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h. Whether Virginia Mason’s conduct would be highly offensive and
objectionable to a reasonable person;

i Whether Virginia Mason concealed from Plaintiffs and Class members
that their personally identifiable and health information is acquired and
recorded by third parties;

j- Whether Virginia Mason’s practices violate the Washington Health Care
Information Act;

k. Whether and to what extent Plaintiffs and Class members are entitled
to damages and other monetary relief;

Whether and to what extent Class members are entitled to equitable
relief including, but not limited to, a preliminary and permanent
injunction; and

m. Whether and to what extent Class members are entitled to recover
attorneys’ fees and litigation costs.

193. Typicality. Plaintiffs’ claims are typical of the claims of the Class because they
arise out of a common course of conduct by Virginia Mason and are based on the same legal
and remedial theories.

194. Adequacy of representation. Plaintiffs are appropriate representatives for the
Class and will fairly and adequately protect the interests of the Class. Plaintiffs understand and
are willing to undertake the responsibilities of acting in a representative capacity on behalf of
the proposed Class. Plaintiffs have no interests that directly conflict with the interests of the
Class and have retained competent counsel with significant experience in complex and class
action litigation. Plaintiffs and their counsel are committed to prosecuting this case vigorously
on behalf of the Class and have the resources to do so.

195. Predominance. Virginia Mason has a standard practice of deploying code on its

website that captures and transmits its patients’ personally identifiable and health
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information to third parties. The common issues arising from this conduct predominate over
any individual issues. Adjudication of these common issues in a single action has important
and desirable advantages of judicial economy.

196. Superiority. Class members are unlikely to know about Virginia Mason’s
conduct and that their personally identifiable and health information is compromised as a
result. Absent a class action, most Class members would likely find the cost of litigating their
claims prohibitive. Class treatment is superior to multiple individual suits or piecemeal
litigation because it conserves judicial resources, promotes consistency and efficiency of
adjudication, provides a forum for small claims, and deters illegal activities. Class members
can be identified from Virginia Mason’s records and there will be no significant difficulty in the
management of this case as a class action.

197. Inthe alternative, the proposed classes may be certified because:

a. the prosecution of separate actions by the individual members of the
Class would create a risk of inconsistent adjudications, which could
establish incompatible standards of conduct for Virginia Mason;

b. the prosecution of individual actions could result in adjudications that
as a practical matter would be dispositive of the interests of non-party
Class members, or which would substantially impair their ability to
protect their interests; and

C. Virginia Mason acted or refused to act on grounds generally applicable
to the proposed classes, thereby making appropriate final and
injunctive relief with respect to members of the Class as a whole.

COUNT I

Violation of the Washington Consumer Protection Act
(Unfair or Deceptive Business Practices)

198. Plaintiffs incorporate all other paragraphs as if fully stated herein.
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199. Plaintiffs and Class members are “persons” within the meaning of RCW
19.86.010(1).

200. Virginia Mason is a “person” as defined by RCW 19.86.010(1) and conducts
“trade” and “commerce” within the meaning of RCW 19.86.010(2).

201. Virginia Mason engaged in unfair or deceptive acts or practices in the conduct
of its business as described in this complaint. Among other things, Virginia Mason engages in
unfair or deceptive acts or practices through a pattern and practice of knowingly aiding and
allowing third parties to obtain Plaintiffs’ and Class members’ personally identifiable and
health information for marketing purposes without obtaining express patient authorization.

202. As a health care provider, Virginia Mason has statutory and common law duties
to protect the confidentiality of patient data and communications.

203. As a health care provider, Virginia Mason may not disclose patient data and
communications to third parties for marketing purposes without the patient’s express
authorization.

204. As patients of Virginia Mason, Plaintiffs and Class members have objectively
reasonable expectations that Virginia Mason will not disclose their personal identifiers or the
content of their communications with Virginia Mason to third parties without their express
authorization.

205. Virginia Mason furthers patients’ reasonable expectations of privacy by:

a. Designing its website so that patients will reasonably believe the
Virginia Mason Notice of Privacy Practices applies to their
communications;

b. Making express assurances of patient confidentiality on its website; and

C. Making implied assurances of patient confidentiality on its website.

206. Virginia Mason’s conduct is unfair because its acts or practices offend public

policy established by statutes, regulations, and the common law, including but not limited to:
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a. Common law rules protecting the confidentiality of patient-provider
communications, a palpable wrong for which the law provides a
remedy;

b. The HIPAA Marketing Rule, 45 C.F.R. § 164.508(a)(3), which requires
express authorization for the use or disclosure of protected health
information for marketing purposes unless the marketing is in a face-to-
face communication or a promotional gift of nominal value;

C. Washington Constitution, article 1 section 7, which provides that “no
person shall be disturbed in his private affairs, or his home invaded,
without authority of law”;

d. RCW 9.73.030, which prohibits unauthorized electronic surveillance;

e. Common law rules protecting the confidentiality of individual data and
communications; and

f. RCW 9.35.020, the Washington identity theft law.

207. Virginia Mason’s conduct also violates rules governing medical privacy
promulgated by the American Medical Association:

a. Principle IV of the AMA Principles of Medical Ethics, which states that
“[a] physician shall respect the rights of patients ... and shall safeguard
patient confidences and privacy within the constraints of the law.”38

b. AMA Code of Medical Ethics Opinion 3.1.1, which provides, “Protecting
information gathered in association with the care of the patient is a
core value in health care. However, respecting patient privacy in other
forms is also fundamental, as an expression of respect for patient
autonomy and a prerequisite for trust. Patient privacy encompasses a

number of aspects, including ... personal data (information privacy) ....

3 https://www.ama-assn.org/about/publications-newsletters/ama-principles-medical-ethics.
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Physicians must seek to protect patient privacy in all settings to the
greatest extent possible ...."”3°

c. AMA Code of Medical Ethics Opinion 3.2.1, which provides, “Patients
need to be able to trust that physicians will protect information shared
in confidence. They should feel free to fully disclose sensitive personal
information to enable their physician to most effectively provide
needed services. Physicians in turn have an ethical obligation to
preserve the confidentiality of information gathered in association with
the care of the patient. In general, patients are entitled to decide
whether and to whom their personal health information is disclosed.”*°

d. MA Code of Medical Ethics Opinion 3.2.4, which provides, “Information
gathered and recorded in association with the care of a patient is
confidential. Patients are entitled to expect that the sensitive personal
information they divulge will be used solely to enable their physician to
most effectively provide needed services. Disclosing information to
third parties for commercial purposes without consent undermines
trust, violates principles of informed consent and confidentiality, and
may harm the integrity of the patient-physician relationship. Physicians
who propose to permit third-party access to specific patient
information for commercial purposes should: (a) Only provide data that
has been de-identified; [and] (b) Fully inform each patient whose record
would be involved ... about the purpose(s) for which access would be

granted ....”%

3 https://www.ama-assn.org/delivering-care/ethics/privacy-health-care.

40 https://www.ama-assn.org/delivering-care/ethics/confidentiality.

41 https://www.ama-assn.org/delivering-care/ethics/access-medical-records-data-collection-
companies.
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208. Virginia Mason’s acts or practices are unfair because they are immoral,

unethical, oppressive, or unscrupulous in that they violate well-established medical ethical

principles and patients’ reasonable expectations of privacy. Virginia Mason’s conduct is also

unfair because it causes substantial injury to Plaintiffs and Class members that is not

outweighed by any countervailing benefits to consumers and is not reasonably avoidable by

consumers.

209. Virginia Mason represents that it protects Plaintiffs’ and Class members’

personally identifiable and health information, including by following HIPAA regulations,

federal and state laws, and industry standards. Virginia Mason does not disclose that it in fact

assists third parties in acquiring its patients’ personally identifiable and health information for

marketing purposes. Virginia Mason’s representations and omissions are material because

they are likely to deceive Plaintiffs and Class members into believing that Virginia Masons

keeps their personally identifiable and health information private. Virginia Mason’s

representations and omissions include the following:

a.

Virginia Mason states that “[t]he staff of Virginia Mason respects the
privacy of our patients and of our website users,” giving patients the
impression that Virginia Mason works to protect patient privacy when
in fact Virginia Mason redirects patients’ personally identifiable data
and every patient communication made through its website to third
parties for marketing purposes without informing patients or obtaining
patient authorization.

Virginia Mason says “[w]e will use your personally identifiable
information only for the specific reason for which you submitted it, (i.e.
registering for a class),” which gives patients the impression that
Virginia Mason’s use of their personally identifiable information is

limited to “specific reasons” known by patients when in fact Virginia
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Mason redirects patients’ personally identifiable data and the contents
of patients’ communications to third parties regardless of whether the
patient knowingly “submits” the information for that purpose, including
for marketing purposes, a purpose for which reasonable patients would
not submit their personally identifiable information to Virginia Mason.
Virginia Mason states, “We will take reasonable precautions to protect
your personal information including encryption with SSL technology and
passwords when appropriate,” when in fact Virginia Mason routinely
redirects patients’ personal information and communications to third
parties for marketing purposes without patients’ knowledge or
authorization.

Virginia Mason states that it “will use overall demographic data of our
Web users to improve the site and enhance services” and that “[t]hese
demographic trends will not be traceable to an individual’s personal
information” when in fact Virginia Mason routinely redirects patients’
personal identifiers and the content of patients’ communications for
marketing purposes.

Virginia Mason states that it “is the sole owner of the information
collected on this site” and that it “will not sell, share, or rent this
information to others in ways different from what is disclosed in this
statement, except to vendors and agents in support of Virginia Mason’s
activities,” when in fact Virginia Mason routinely sells, shares, and rents
information collected on its site to third party marketing companies by
redirecting patient identifiers and the content of patient
communications to third-party marketing companies in exchange for

enhanced marketing services.
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Virginia Mason states that it “does not commercially sell any customer
lists or email address” when it does in fact commercially sell customer
lists as described in this complaint, including by disclosing to Facebook
every time a user clicks to log in to MyVirginiaMason on the

www.virginiamason.org website.

Virginia Mason states that it “may, however, disclose personal
information if permitted or required to do so by law or in the good-faith
belief that such action is necessary to (a) conform to applicable law or
comply with legal process served on Virginia Mason; (b) protect and
defend the rights or property of Virginia Mason, the websites, or the
users; or (c) act under exigent circumstances to protect the personal
safety of users of the Virginia Mason, the website, or the public.” This
statement does not disclose that Virginia Mason routinely assists third
parties in obtaining its patients’ personal information for marketing
purposes.

Virginia Mason states that “[u]sage of a cookie is not linked to any
personally identifiable information while visiting the Virginia Mason
site” when in fact Virginia Mason redirects patients’ personally
identifiable cookie data to Facebook, Google, Signal, and Trade Desk as
described in this complaint.

Virginia Mason states that it “may use non-personally identifiable
information transferred through Cookies for promotional or marketing
purposes” when in fact Virginia Mason uses personally identifiable
cookies for marketing purposes.

Virginia Mason states that “[i]n addition to the use of personal

information, Virginia Mason may also gather anonymous information
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which may be used by Virginia Mason or shared with third parties.
Generally, this information is collected through ‘traffic data’ and may
entail the use of Cookie and IP addresses. Virginia Mason uses such
traffic data to help determine how our users use parts of the website so
we can analyze trends, administer the site, track user’s movements,
gather broad demographic information for aggregate use a better
experience for you.” This statement does not disclose that Virginia
Mason gathers and shares personal information with third parties that
is not anonymous.

Virginia Mason states that “IP addresses and other traffic data are not
linked to personally identifiable information” when in fact Virginia
Mason deploys third-party source code on its website to redirect IP
addresses and other traffic data are linked to personally identifiable
patient data to third parties for marketing purposes.

Virginia Mason states, “We exercise care in providing secure
transmission of your information from your PC to our servers. Personal
information collected by the Virginia Mason website is stored in secure
operating environments that are not available to the public. ... Only
those employees who need access to your information in order to do
their jobs are allowed access, each having signed confidentiality
agreements. Any employee who violates our privacy and/or security
policies is subject to disciplinary action, including possible termination
and civil and/or criminal prosecution.” This statement does not disclose
that Virginia Mason routinely redirects patients’ personally identifiable

information and the content of patients’ communications to third
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Among other things:

parties who are not employees of Virginia Mason and have not signed
confidentiality agreements.

Virginia Mason states, “This Website contains links to other sites. Please
be aware that Virginia Mason is not responsible for the privacy practices
of these websites. Virginia Mason is not responsible for content
provided on these sites or for the validity of content on these site. [sic]
We encourage our users to be aware when they leave our site and to
read the privacy statements of each and every website that collects
personally identifiable information. This privacy statement applies
solely to information collected by this website.” This statement gives
patients the impression that the personally identifiable information
collected by Virginia Mason’s website will be governed by Virginia
Mason’s privacy statement and not the privacy statements of any third
parties, and that third parties will only have access to their personally
identifiable information if they click on links to other sites on Virginia
Mason’s website. Virginia Mason assists Facebook, Google, Signal, and
The Trade Desk in acquiring patients’ personally identifiable information

even when the patients do not click on links to other sites.

Virginia Masons’ unfair acts or practices impact the public interest because
they have injured Plaintiffs and hundreds of Washington residents and have the capacity to
injure hundreds more.

As a direct and proximate cause of Virginia Mason’s unfair or deceptive acts or
practices, Plaintiffs and Class members have suffered injuries. Plaintiffs and Class members

have suffered damages a result of Virginia Mason’s unfair or deceptive acts or practices.

TERRELL MARSHALL LAW GROUP PLLC

FIRST AMENDED CLASS ACTION COMPLAINT - 58 936 North 34th Street, Suite 300
Case No. 19-2-26674-1 SEA

Seattle, Washington 98103-8869
TEL. 206.816.6603 « FAX 206.319.5450
www.terrellmarshall.com




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

Plaintiffs’ and Class members’ personally identifiable data and health
communications were used and disseminated by Virginia Mason
without their authorization.

Plaintiffs’ and Class members’ personally identifiable data and health
communications have tangible value that is diminished by Virginia
Mason’s unauthorized use. This information is now in the possession of
third parties who can use it for the own advantage, including financial
advantage, and Virginia Mason also benefits financially from this
information.

Plaintiffs and Class Members did not receive the full benefit of the
bargain they struck with Virginia Mason for the provision of health care
services. Virginia Mason has a duty to maintain the confidentiality of
Plaintiffs’ and Class members’ data and communications and promised
to maintain the confidentiality of this information. This duty and
Virginia Mason’s promises are part of the bargain that Plaintiffs and
Class members struck when contracting with Virginia Mason. Plaintiffs
and Class members’ damages are equal to the difference between the
amount they paid to Virginia Mason for health care services and the
value of those services without confidentiality.

Virginia Mason deprived Plaintiffs and Class members of the exclusive
authority to authorize the use of their personally identifiable data and
communications.

Virginia Mason eroded the essential confidential nature of the provider-

patient relationship.

Plaintiffs and the Class are entitled to recover actual damages, treble damages,

attorneys’ fees, and costs under RCW 19.86.090.
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213. Plaintiffs and the Class are also entitled to an order enjoining Virginia Mason’s

conduct and other equitable relief that the Court deems appropriate.

COUNTII

Violation of the Washington Consumer Protection Act

(Per Se Violation)

214. Plaintiffs incorporate all other paragraphs as if fully stated herein.

215. Plaintiffs and Class members are “persons” within the meaning of the RCW

19.86.010(1).

216. Virginia Mason is a “person” as defined by RCW 19.86.010(1) and conducts

“trade” and “commerce” within the meaning of RCW 19.86.010(2).

217. Virginia Mason’s aiding and abetting the third parties’ violations of the

Washington Privacy Act is a per se deceptive or unfair act or practice in trade or commerce

that affects the public

interest as set forth by RCW 9.35.800.

218. Asadirect and proximate result of Virginia Mason’s deceptive or unfair acts or

practices, Plaintiffs and Class members have suffered injuries. Plaintiffs and Class members

have suffered damages as a result of Virginia Mason’s unfair or deceptive acts or practices.

Among other things:

a.

Plaintiffs’ and Class members’ personally identifiable data and health
communications were used and disseminated by Virginia Mason
without their authorization.

Plaintiffs’ and Class members’ personally identifiable data and health
communications have tangible value that is diminished by Virginia
Mason’s unauthorized use. This information is now in the possession of
third parties who can use it for the own advantage, including financial
advantage, and Virginia Mason also benefits financially from this

information.
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c. Plaintiffs and Class Members did not receive the full benefit of the
bargain they struck with Virginia Mason for the provision of health care
services. Virginia Mason has a duty to maintain the confidentiality of
Plaintiffs’ and Class members’ data and communications and promised
to maintain the confidentiality of this information. This duty and
Virginia Mason’s promises are part of the bargain that Plaintiffs and
Class members struck when contracting with Virginia Mason. Plaintiffs
and Class members’ damages are equal to the difference between the
amount they paid to Virginia Mason for health care services and the
value of those services without confidentiality.

d. Virginia Mason deprived Plaintiffs and Class members of the exclusive
authority to authorize the use of their personally identifiable data and
communications.

e. Virginia Mason eroded the essential confidential nature of the provider-
patient relationship.

219. Plaintiffs and the Class are entitled to recover actual damages, treble damages,
attorneys’ fees, and costs under RCW 19.86.090.
220. Plaintiffs and the Class are also entitled to an order enjoining Virginia Mason’s
conduct and other equitable relief that the Court deems appropriate.
COUNT Il

Violation of RCW 9.35.020, Identity Theft

221. Plaintiffs incorporate all other paragraphs as if fully stated herein.
222. RCW 9.35.020 states: “No person may knowingly obtain, possess, use, or
transfer a means of identification or financial information of another person, living or dead,

with the intent to commit, or to aid or abet, any crime.”
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223. Under RCW 9.35.005, “means of identification” connotes, among other things,
“information or an item that is not describing finances or credit but is personal to or
identifiable with an individual or other person, including: A current or former name of the
person, ... an electronic address, or identifier of the individual or a member of his or her
family, ... and other information that could be used to identify the person ....”

224. Virginia Mason is a “person” as defined by RCW 9A.04.110(17).

225. The IP addresses, cookie identifiers, and browser fingerprint information used
and transferred by Virginia Mason constitute “means of identification” because they include
electronic addresses and identifiers and information that could be used to identify Plaintiffs
and Class members.

226. By deploying source code at VirginiaMason.org that captures and transmits
patients’ personally identifiable information and communications to third parties without
patients’ authorization, Virginia Mason knowingly obtains, possesses, uses, and/or transfers
Plaintiffs’ and Class members’ means of identification, including electronic addresses and
other identifiers, with the intent to aid and abet third parties’ violations of the Washington
Privacy Act, RCW 9.73.030.

227. The Washington Privacy Act makes it unlawful to “intercept or record, any ...
[p]rivate communication transmitted by telephone, telegraph, radio, or other device between
two or more individuals between points within or without the state by device, electronic or
otherwise, designed to record and/or transmit said communication, regardless of how such
device is powered or actuated, without first obtaining the consent of all the participants in the
communication.”

228. Communications between Plaintiffs and Class members and Virginia Mason,
including Plaintiffs” and Class members’ identities and the content of their communications
with Virginia Mason, constitute private communications transmitted by an electronic device

“designed to record and/or transmit said communications.”

TERRELL MARSHALL LAW GROUP PLLC
FIRST AMENDED CLASS ACTION COMPLAINT - 62 Saatle, Washington 58103.6969
CAse NO. 19-2-26674-1 SEA TEL. 206.816.6603 « FAX 206.319.5450

www.terrellmarshall.com




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

229. The third parties intercept and record Plaintiffs” and Class members’
communications by redirecting the contents of Plaintiffs’ and Class members’ communications
from their personal computers, web browsers, and browser-managed files, Internet cookies,
and Virginia Mason’s computer servers to their own servers using computer code the third
parties provided to Virginia Mason.

230. Asadirect and proximate cause of Virginia Mason’s actions, Plaintiffs and Class
members were damaged in that:

a. Sensitive, confidential, and/or protected information that Plaintiffs and
Class members intended to remain private is no more;

b. Virginia Mason took something of value from Plaintiffs and Class
members and derived benefit therefrom without Plaintiffs and Class
members’ knowledge or informed consent and without sharing the
benefit of such value;

C. Plaintiffs and Class members did not get the full value of the medical
services for which they paid, which included Virginia Mason’s duty to
maintain confidentiality of patient data and communications; and

d. Virginia Mason’s actions diminished the value of Plaintiffs’ and Class
members’ personally identifiable patient data and communications.

231. Plaintiffs and Class members seek all monetary and non-monetary relief
allowed by law, including statutory damages under RCW 9.35.020(7), actual damages,
injunctive relief, and other appropriate equitable relief, as well as attorneys’ fees and costs.

COUNT IV

Invasion of Privacy — Intrusion Upon Private Affairs

232. Plaintiffs and Class members reasonably expect that the personally identifiable
and health information they communicate through Virginia Mason’s website will remain

private and not be shared with undisclosed third parties. This expectation is reasonable
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because Virginia Mason has a duty to maintain the confidentiality of Plaintiffs’ and Class
members’ information that derives from federal and state laws requiring health care providers
to protect the confidentiality of medical information, industry standards, and representations
Virginia Mason makes in its privacy policy.

233. Virginia Mason intentionally intrudes upon the private affairs of Plaintiffs and
Class members by deploying code on its website that captures and transmits Plaintiffs’ and
Class members’ personally identifiable and health information to third parties. The third
parties and Virginia Mason then use this information to target Internet advertising to Plaintiffs
and Class members.

234. Virginia Mason does not inform Plaintiffs and Class members of this conduct in
its privacy disclosures and, in fact, represents that it maintains the privacy of Plaintiffs’ and
Class members’ personally identifiable and health information.

235. Virginia Mason’s conduct would be highly offensive and objectionable to a
reasonable person and substantially interferes with Plaintiffs’ and Class members’ privacy.

236. Plaintiffs and Class members did not consent to Virginia Mason’s intrusion
upon their private affairs.

237. Plaintiffs and Class members suffered actual and concrete injury as a result of
Virginia Mason’s intrusions upon their private affairs.

238. Asadirect and proximate cause of Virginia Mason’s actions, Plaintiffs and Class
members were damaged in that:

a. Sensitive, confidential, and/or protected information that Plaintiffs and
Class members intended to remain private is no more;

b. Virginia Mason took something of value from Plaintiffs and Class
members and derived benefit therefrom without Plaintiffs and Class
members’ knowledge or informed consent and without sharing the

benefit of such value;
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C. Plaintiffs and Class members did not get the full value of the medical
services for which they paid, which included Virginia Mason’s duty to
maintain confidentiality of patient data and communications; and

d. Virginia Mason’s actions diminished the value of Plaintiffs’ and Class
members’ personally identifiable patient data and communications.

239. Plaintiffs and Class members seek damages to compensate them for the harm
to their privacy interests and the mental and emotional distress caused by Virginia Mason’s
invasions of privacy, as well as disgorgement of Virginia Mason’s profits from its intrusions on
Plaintiffs’ and Class members’ private affairs.

COUNT V

Fraudulent Concealment / Nondisclosure

240. Virginia Mason knows or should know that third parties are acquiring and using
Plaintiffs’ and Class members’ personally identifiable and health information using code that
the third parties provided and Virginia Mason deployed on its website.

241. Virginia Mason fraudulently conceals from Plaintiffs and Class members that
their personally identifiable and health information is being captured and transmitted to third
parties.

242. Virginia Mason has a duty to disclose these facts because it is in a superior
position to know the true facts about the personally identifiable and health information that
Plaintiffs and Class members communicate through its website, because it makes partial
disclosures about the confidentiality of the information, because of its confidential and
fiduciary relationship with Plaintiffs and Class members, and because the Washington Health
Care Information Act imposes a statutory duty on Virginia Mason to disclose its information
practices.

243. The facts that Virginia Mason fails to disclose are material facts that a

reasonable person would consider important in deciding whether to communicate personally
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identifiable and health information through Virginia Mason’s website.

244. Plaintiffs and Class members did not know about Virginia Mason’s undisclosed
conduct and could not have known about it when they used Virginia Mason’s website.

245.  Plaintiffs and Class members justifiably acted or relied upon the concealed or
undisclosed facts to their detriment as evidenced by their use of Virginia Mason’s website to
communicate personally identifiable and health information.

246. As adirect and proximate result of Virginia Mason’s concealment, Plaintiffs and
Class members were damaged in that:

a. Sensitive, confidential, and/or protected information that Plaintiffs and
Class members intended to remain private is no more;

b. Virginia Mason took something of value from Plaintiffs and Class
members and derived benefit therefrom without Plaintiffs and Class
members’ knowledge or informed consent and without sharing the
benefit of such value;

C. Plaintiffs and Class members did not get the full value of the medical
services for which they paid, which included Virginia Mason’s duty to
maintain confidentiality of patient data and communications; and

d. Virginia Mason’s actions diminished the value of Plaintiffs’ and Class
members’ personally identifiable patient data and communications.

247. Plaintiffs and Class members seek all monetary and non-monetary relief
allowed by law, including damages, injunctive relief, and other appropriate equitable relief, as
well as attorneys’ fees and costs.

COUNT VI

Breach of Common Law Duty of Confidentiality

248. Plaintiffs and Class members are Virginia Mason’s patients. Because of their

confidential relationship, Virginia Mason owes Plaintiffs and Class members a duty to maintain
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the confidentiality of their personal health information.

249. By allowing and aiding third parties access to Plaintiffs’ and Class members’
personally identifying and health information, Virginia Mason breaches its duty of
confidentiality.

250. Plaintiffs and Class members were injured by Virginia Mason’s breach.

251. Asadirect and proximate cause of Virginia Mason’s actions, Plaintiffs and Class
members were damaged in that:

a. Sensitive, confidential, and/or protected information that Plaintiffs and
Class members intended to remain private is no more;

b. Virginia Mason took something of value from Plaintiffs and Class
members and derived benefit therefrom without Plaintiffs and Class
members’ knowledge or informed consent and without sharing the
benefit of such value;

C. Plaintiffs and Class members did not get the full value of the medical
services for which they paid, which included Virginia Mason’s duty to
maintain confidentiality of patient data and communications; and

d. Virginia Mason’s actions diminished the value of Plaintiffs’ and Class
members’ personally identifiable patient data and communications.

252. Plaintiffs and Class members seek all monetary and non-monetary relief
allowed by law, including damages, injunctive relief and other appropriate equitable relief,
and attorneys’ fees and costs.

COUNT VI

Violation of the Washington Health Care Information Act

253. The Washington Health Care Information Act, RCW 70.2.005, et seq., states
that “a health care provider, an individual who assists a health care provider in the delivery of

health care, or an agent and employee of a health care provider may not disclose health care
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information about a patient to any other person without the patient’s written authorization.”

254. The Act defines “health care information” to mean “any information, whether
oral or recorded in any form or medium, that identifies or can readily be associated with the
identity of a patient and directly relates to the patient’s health care ....” RCW 70.02.010(17).

255.  Virginia Mason is a health care facility as defined by RCW 70.010(16).

256. By deploying code on its website to capture and transmit its patients’
personally identifiable and health information to third parties, Virginia Mason discloses
Plaintiffs” and Class members’ health care information without their written authorization.

257. Asadirect and proximate cause of Virginia Mason’s actions, Plaintiffs and Class
members were damaged in that:

a. Sensitive, confidential, and/or protected information that Plaintiffs and
Class members intended to remain private is no more;

b. Virginia Mason took something of value from Plaintiffs and Class
members and derived benefit therefrom without Plaintiffs’ and Class
members’ knowledge or informed consent and without sharing the
benefit of such value;

C. Plaintiffs and Class members did not get the full value of the medical
services for which they paid, which included Virginia Mason’s duty to
maintain confidentiality of patient data and communications; and

d. Virginia Mason’s actions diminished the value of Plaintiffs’ and Class
members’ personally identifiable patient data and communications.

258. Plaintiffs and Class members seek an order requiring Virginia Mason to comply

with the Act, actual damages, and attorneys’ fees and costs.

COUNT VIl — NEGLIGENCE

259. Plaintiffs incorporate all other paragraphs as if fully stated herein.

260. Virginia Mason undertook and/or assumed a duty to Plaintiffs and Class
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members, who are both patients and visitors to its website, to exercise reasonable care to
maintain the confidentiality of their private and personal health information and to
unnecessarily avoid causing harm to them.

261. Virginia Mason, through its actions and failures to act, unlawfully breached a
duty to Plaintiffs and Class members to protect personal health information from
unauthorized disclosure and use.

262. Virginia Mason was careless, grossly negligent, or reckless in this duty to
Plaintiffs and Class members in the following ways: incorporating computer code onto the
Virginia Mason website that caused the contents of communications exchanged with Virginia
Mason to be disclosed to third parties with accompanying Pll identifying Plaintiffs and Class
members. The protected health information disclosed includes, but is not limited to,
information about log-ins to Virginia Mason’s patient portal, treating doctors, potential
doctors, conditions, treatments, appointments, search terms, and bill payment.

263. Virginia Mason knew or should have known that the computer code on its
website was causing the unauthorized disclosure of protected health information to third
parties. Plaintiffs and Class members were the foreseeable and probable victims of Virginia
Mason’s unauthorized disclosures.

264. Plaintiffs and Class members had no idea that the computer code Virginia
Mason placed on its website was disclosing protected health information to third parties.

265. In contrast, Virginia Mason was in a position to protect against the harm
suffered by Plaintiffs and Class members and had a duty to do so.

266. But for Virginia Mason’s wrongful and negligent breach of duties owed to
Plaintiffs and Class members, Plaintiffs’ and Class members’ protected health information

would not have been subject to unauthorized disclosure.
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267. Asadirect and proximate cause of Virginia Mason’s careless, grossly negligent,
or reckless disclosures, Plaintiffs and the Class members suffered injuries and damages that
include, but are not limited to:

a. Sensitive, confidential, and/or protected information that Plaintiffs and
Class members intended to remain private is no longer confidential;

b. Virginia Mason took something of value from Plaintiffs and Class
members and derived benefit therefrom without Plaintiffs’ and Class
members’ knowledge or informed consent and without sharing the
benefit of such value;

C. Plaintiffs and Class members did not get the full value of the medical
services for which they paid, which included Virginia Mason’s duty to
maintain confidentiality of patient data and communications; and

d. Virginia Mason’s actions diminished the value of Plaintiffs’ and Class
members’ personally identifiable patient data and communications.

COUNT IX — BREACH OF CONTRACT

268. Plaintiffs incorporate all other paragraphs as if fully stated herein

269. Virginia Mason’s relationship with its patients is governed in part by the HIPAA
Joint Notice of Privacy Practices (“Joint Notice”) that it is required by law to provide to
patients and to post at its properties.

270. The Joint Notice is part of a valid and enforceable contract between Plaintiffs
and Class members on the one hand and Virginia Mason on the other, and therefore contains
contractually enforceable promises that Virginia Mason made to Plaintiffs and Class members.

271. Plaintiffs and Class members agreed to use Virginia Mason’s services and
transmit sensitive protected health and personally identifiable information to Virginia Mason
in exchange for Virginia Mason’s promise that it would not share that information with third

parties without Plaintiffs’ and Class members’ authorization.
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272. Virginia Mason materially breached its contract with patients by disclosing to
third-party marketing companies Plaintiffs’ and Class members’ personally identifiable data
and communications with Virginia Mason without obtaining Plaintiffs’ and Class members’
written authorization, thereby breaking the following promises contained within the Joint
Notice.

273. Virginia Mason promises, “We keep a record of the health care services we
provide you. You may ask to see and obtain a copy of that health information. You may also
ask us to correct that health information. We will not disclose your health information to
others unless you direct us to do so or unless the law authorizes or compels us to do so.”
Virginia Mason breaches this promise by:

a. Failing to accurately describe to patients how it handles their health
information, including patient status, requests for appointments, and
communications patients exchange with Virginia Mason while logged in
to the MyVirginiaMason patient portal;

b. Failing to comply with federal and state law, as described herein,
including but not limited to disclosing Plaintiffs and other patients’
email addresses and other personally identifiable data, their status as
patients, and the content of their communications exchanged with
Virginia Mason while signed in to the Patient Portal.

274.  Virginia Mason also promises, “Other than the uses and disclosures described
above, we will not use or disclose your health information without your written
authorization.” Virginia Mason breaches this promise by routinely using and sharing patient
information for marketing purposes without obtaining patient authorization in writing.

275. The patient health information Virginia Mason uses and discloses for marketing

includes:
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276.

Patient addresses, User-Agent data, persistent cookie identifiers, device
identifiers, and browser fingerprint information — all of which constitute
personally identifiable data both alone and in combination with other
data;

The date and time each clicked to log in to “MyVirginiaMason” using the
“SECURE LOGIN” and the date and time each patient logged off of
MyVirginiaMason;

Al HTTP and HTTPS communications patients exchange with Virginia
Mason at the Virginia Mason web property that Virginia Mason has
permitted the third parties to correlate with the patient’s status as a
patient and the dates and times they access MyVirginiaMason;

The contents of the last communication patients exchange with Virginia
Mason while signed in to MyVirginiaMason immediately prior to logging
off;

For Google, at times during the Class Period, patient IP addresses and
cookie-synched cookie values while the patient was logged in to

MyVirginiaMason.

Virginia Mason also promises in the Joint Notice, “Virginia Mason requires your

written authorization for most uses and disclosures of psychotherapy notes, for marketing

purposes (other than a face-to-face communication between you and a Virginia Mason

workforce member or promotional gift of nominal value), or before selling your health

information.” Virginia Mason breaches this promise by routinely using and disclosing patient

information for marketing purposes without obtaining written authorization, and by routinely

bartering patient information with the third parties in exchange for enhanced marketing

services from the third parties.
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277. Virginia Mason further promises, “We are required to protect the privacy of
your information, provide this notice about our privacy practices, and follow the privacy
practices that are described in this notice.” Virginia Mason breaches this promise by routinely
violating state and federal laws protecting the privacy of health information.

278.  Finally, Virginia Mason promises, “You have the right to receive notice from us
if we discover a breach of your unsecured health information according to the requirements
of federal and state law.” Virginia Mason has breached this promise by failing to notify
patients of its disclosures to Facebook and others for marketing purposes.

279. Asadirect and proximate cause of Virginia Mason’s breach of contract,

Plaintiffs and Class members suffered injuries and damages that include, but are not limited

to:

a. Sensitive, confidential, and/or protected information that Plaintiffs and
Class members intended to remain private is no more;

b. Virginia Mason took something of value from Plaintiffs and Class
members and derived benefit therefrom without Plaintiffs’ and Class
members’ knowledge or informed consent and without sharing the
benefit of such value;

C. Plaintiffs and Class members did not get the full value of the medical
services for which they paid, which included Virginia Mason’s duty to
maintain confidentiality of patient data and communications; and

d. Virginia Mason’s actions diminished the value of Plaintiffs’ and Class
members’ personally identifiable patient data and communications.
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COUNT X — QUASI-CONTRACT / UNJUST ENRICHMENT

280. Plaintiffs incorporate all other paragraphs as if fully stated herein.

281. The representations made in the Joint Notice are an implied contract and are
therefore enforceable to prevent Virginia Mason’s unjust enrichment at Plaintiffs’ and Class
members’ expense.

282. Virginia Mason received the benefit of using Plaintiffs’ and Class members’
protected health information for marketing purposes by disclosing to third-party marketing
companies, in exchange for enhanced marketing services, Plaintiffs’ and Class members’
personally identifiable data and communications with Virginia Mason without obtaining
Plaintiffs’ and Class members’ written authorization.

283. The benefits Virginia Mason received were at Plaintiffs’ and Class members’
expense in that Plaintiffs and Class members received no remuneration for the disclosures of
their valuable protected health information .

284. Virginia Mason has voluntarily accepted and retained the benefits of using
Plaintiffs’ and Class’ members protected health information and permitting Virginia Mason to
retain these benefits without payment to Plaintiffs and Class members would be unjust.

285. As adirect and proximate cause of Virginia Mason’s breach of contract,

Plaintiffs and the Class members suffered injuries and damages that include, but are not

limited to:

a. Sensitive, confidential, and/or protected information that Plaintiffs and Class
members intended to remain private is no more;

b. Virginia Mason took something of value from Plaintiffs and Class members and
derived benefit therefrom without Plaintiffs and Class members’ knowledge or
informed consent and without sharing the benefit of such value;
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C. Plaintiffs and Class members did not get the full value of the medical services
for which they paid, which included Virginia Mason’s duty to maintain confidentiality of
patient data and communications; and

d. Virginia Mason’s actions diminished the value of Plaintiffs’ and Class members’

personally identifiable patient data and communications.

PRAYER FOR RELIEF

WHEREFORE, Plaintiffs, on behalf of themselves and all others similarly situated, ask
for judgment in their favor, and that the Court award the following relief:

A Certification of the proposed class and appointment of Plaintiffs and their
counsel to represent the Class;

B. Actual damages, treble damages, civil damages authorized by RCW 9.35.020,
and any other form of monetary relief provided by law, including general damages for
invasion of privacy;

C. Injunctive and declaratory relief requiring Virginia Mason to maintain the
confidentiality of its patients’ personally identifiable and health information;

D. Prejudgment and post-judgment interest as provided by law;

E. Reasonable attorneys’ fees and reimbursement of litigation costs reasonably
expended; and

F. Any other relief as the Court deems necessary, just, and proper.

DEMAND FOR JURY TRIAL

Plaintiffs hereby demand a trial by jury on all issues so triable.
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RESPECTFULLY SUBMITTED AND DATED this 19th day of October, 2020.

TERRELL MARSHALL LAW GROUP PLLC
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On This Page

Implementation

The Facebook pixel is a snippet of JavaScript code that loads a small library of functions you can use to
track Facebook ad-driven visitor activity on your website. It relies on Facebook cookies, which enable us to
match your website visitors to their respective Facebook User accounts. Once matched, we can tally their
actions in the Facebook Ads Manager and Analytics dashboard, so you use the data to analyze your

website's conversion flows and optimize your ad campaigns.

By default, the pixel will track URLs visited, domains visited, and the devices your visitors use. In addition,

you can use the pixel's library of functions to:

e track conversions, so you can measure ad effectiveness
e define custom audiences, so you can target visitors who are more likely to convert

e set up dynamic ad campaigns

Base Code

Before you can install the pixel, you will need your pixel's base code, which you can find in the Ads Manager
> Events Manager. If you have not created a pixel, follow these instructions to create one — all you will need

is the pixel's base code (step 1).

The base pixel code contains your pixel's ID in two places and looks like this:

<!-- Facebook Pixel Code -->
<script>

function

if return function

if %) '2.0"
'script’

"https://connect.facebook.net/en_US/fbevents.js'
'init', 'your-pixel-id-goes-here'

https://developers.facebook.com/docs/facebook-pixel/implementation/ 1/4
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fbg('track', 'PageView');
</script>
<noscript>
<img height="1" width="1" style="display:none"
src="https://www.facebook.com/tr?id=your-pixel-id-goes-here&ev=PageView&noscript=1"/>
</noscript>
<!-- End Facebook Pixel Code -->

When run, this code will download a library of functions which you can then use for conversion tracking. It
also automatically tracks a single PageView conversion by calling the fbq() function each time it loads. We

recommend that you leave this function call intact.

Installing The Pixel

To install the pixel, we highly recommend that you add its base code between the opening and closing
<head> tags on every page where you will be tracking website visitor actions. Most developers add it to

their website's persistent header, so it can be used on all pages.
Placing the code within your <head> tags reduces the chances of browsers or third-party code blocking the
pixel's execution. It also executes the code sooner, increasing the chance that your visitors are tracked

before they leave your page.

Once you have added it to your website, load a page that has the pixel. This should call fbq("track®,

"PageView"), which will be tracked as a PageView event in the Events Manager.

Events Settings Diagnostics B View Analytics

These are all of the events received from your pixel based on the selected time frame, including but not limited to events that can be attributed to your ads.
1 PageView « 0 customPurchasez 0 customPurchase - Today =
1 Sep 6, 2018 3:00 PM
1 PageView

AmericafLos Angeles Timezone

1
"
i
1
IR
Ha
BN
AR
|
AN
I 1
] [l
] [l
] L]
i 1
L )
] ]
] 1
] i
] ]
i i
1 1
! 1
] 1
1 1
] l
1 1
] (]
(] 1
] 1
] ]
I 1
[ (]
1 i
] 1
1 L]
] '
i 1
1 1
] 1
1 i
] [}
X i

0 \C

Thu 12 AM Thu 2 AM Thu 4 AM Thu & AM Thu 8 AM Thu 10 AM Thu 1 PM Thu 3 PM Thu 5 PM Thu 7 PM Thu § PM Fri 12 AM

https://developers.facebook.com/docs/facebook-pixel/implementation/ 2/4



8/13/2019 Implementation - Facebook Pixel
Verify that this event was tracked by going to your Events Manager. Locate your pixel and click its details —
if you see a new PageView event, you have successfully installed the pixel. If you do not see it, wait a few
minutes and refresh the page. If your pixel is still not working, use the Pixel Helper to track down the

problem.

Installing Using a Tag Manager

Although we recommend adding the pixel directly to your website's <head> tags, the pixel will work in most
tag management and tag container solutions. For specific advice on implementing the pixel using your tag

manager, please refer to your tag manager's documentation.

Installing Using an IMG Tag

Although not recommended, you can alternately install the pixel using an <img> tag.

Mobile Websites

If your mobile website is separate from your desktop website, we recommend that you add the pixel to
both. This will allow you to easily remarket to your mobile visitors, exclude them, or create lookalikes

audiences.

Pixel Helper

We highly recommend that you install our Pixel Helper Chrome extension. The Pixel Helper provides
extremely valuable feedback that can help you verify that your pixel is working correctly, especially when

you start tracking conversions, where you can easily encounter formatting errors.

Next Steps

Once you have verified that the pixel is installed and tracking the PageView event correctly, you can use the

pixel to:
e track conversions

e create custom audiences

e set up dynamic ads

https://developers.facebook.com/docs/facebook-pixel/implementation/ 3/4
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Last updated: May 3, 2019

About Cookie Settings For Your Facebook Pixel

Cookies are small pieces of code stored in Internet browsers that are often used to distinguish between website
visitors.

You can now use both first and third-party cookies with your Facebook pixel. The difference between first and third-
party cookies lies in who owns the cookie.

First-party cookies are owned by the website a person is currently viewing, while third-party cookies belong to a
website other than the one a person is currently viewing.

Compared to third-party cookies, first-party cookies are more widely accepted by browsers and stored for longer
periods of time.

To give you more control over your advertising outcomes, the options for using cookies with your Facebook pixel
are:

1. Use the Facebook pixel with both first and third-party cookies
This is the default option and is most likely your current Facebook pixel setting. With this option, you will
use first-party cookie data with your Facebook pixel, in addition to third-party cookie data. Using both
first and third-party cookies will enable you to reach more customers on Facebook and to be more
accurate in measurement and reporting.

2. Use the Facebook pixel with third-party cookies only
You can disable first-party cookies and use the Facebook pixel with third-party cookies only. With this
option, your Facebook pixel will be less effective in reaching customers on Facebook and less accurate
in measurement and reporting.

Your Facebook pixel settings

1. Advertising and Analytics

https://www.facebook.com/business/help/471978536642445 1/5
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2. Analytics Only
If you choose to use your pixel with the Analytics Only option, it can't be used for Facebook ads
reporting. With this setting, you can access Facebook Analytics data for measurement and reporting
purposes, but not for campaign creation or audience definition.

Cookies and Privacy

The Facebook Business Tools Terms require you to clearly disclose to your website visitors how you use cookies
and how you share data collected on your websites with third parties. Please review your cookie-related
disclosures to ensure they are consistent with your practices. You can also inform your website visitors that they
can view their Facebook ads settings and update their preferences at any time.

Learn more

» Check your Facebook pixel cookie settings
« How Facebook uses cookies and the choices users have

+ Cookie Consent Guide for Sites and Apps

Was this information helpful? Permalink - Share
Yes No

BASICS

SET UP

MANAGE

Share your pixel

> About cookie settings
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Help Center Community

IP Anonymization in Analytics

A technical explanation of how Analytics anonymizes IP addresses

At a glance

When a customer of Analytics requests IP address anonymization, Analytics anonymizes the address as
soon as technically feasible at the earliest possible stage of the collection network. The IP anonymization
feature in Analytics sets the last octet of IPv4 user IP addresses and the last 80 bits of IPv6 addresses to
zeros in memory shortly after being sent to the Analytics Collection Network. The full IP address is never
written to disk in this case.

In depth

Since 25 May 2010, Analytics has provided the _anonymizelp feature in the ga.js JavaScript library (and more
recently ga('set’, 'anonymizelp’, true)  in the analytics.js library) to allow website owners to request that all
of their users' IP addresses are anonymized within the product. This feature is designed to help site owners
comply with their own privacy policies or, in some countries, recommendations from local data protection
authorities, which may prevent the storage of full IP address information. The IP anonymization/masking
takes place as soon as data is received by the Analytics Collection Network, before any storage or
processing takes place.

The process of IP anonymization in Analytics takes place within two steps in the collection pipeline: the
JavaScript Tag and the Collection Network. These steps are explained below.

Analytics . Slorage
Collector & Processing

end-user masked here
12.214.31.144 12.214.31.0

The Analytics JavaScript Tag

When a JavaScript-enabled web browser loads a page with the Analytics tag (ga.js or analytics.js), it does
two things asynchronously: load and process the Analytics function queue and request the Analytics
JavaScript. The function queue is a JavaScript array where the different Analytics configuration and
collection functions are pushed. These functions, which are set by the site owner when implementing
Analytics can include functions like specifying the Analytics account number and actually sending page view
data to the Analytics Collection Network for processing.

When the Analytics JavaScript runs a function from the function queue that triggers data to be sent to the
Analytics Collection Network (this function is typically ga('send’, 'pageview’) in the analytics.js JavaScript
https://support.google.com/analytics/answer/2763052?hl=en 1/4
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library and _trackPageview inthe ga.js library), it sends the data as URL parameters attached to an HTTP
request for http://www.google-analytics.com/_utm.gif (for ga.js) and http://www.google-
analytics.com/collect (for analytics.js). If the anonymization function has been called prior to the page
tracking function, an additional parameter is added to the pixel request. The IP anonymization parameter
looks like this: &aip=1

The Analytics Collection Network

The Analytics Collection Network is the set of servers that provide two main services: the serving of ga.js
and analytics.js (the Analytics JavaScript) and the collection of data sent via requests for _utm.gif and
/collect.

When a request for ga.js, analytics.js, _utm.gif, or /collect arrives, it includes additional information in the
HTTP request header (i.e. the type of browser being used) and the TCP/IP header (i.e. the IP address of the
requester).

As soon as a request for _utm.gif arrives, it is held in memory for anonymization. If the &aip=1 parameter is
found in the request URL (as it would have been placed by the Analytics JavaScript after processing the
anonymization function in ga.js  oranalytics.js ), then the last octet of the user IP address is set to zero
while still in memory. For example, an IP address of 12.214.31.144 would be changed to 12.214.31.0. (If the
IP address is an IPv6 address, the last 80 of the 128 bits are set to zero.) Only after this anonymization
process is the request written to disk for processing. If the IP anonymization method is used, then at no time
is the full IP address written to disk as all anonymization happens in memory nearly instantaneously after the
request has been received.

Was this helpful?

Yes No
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Data privacy and security
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Safeguarding your data

Data sharing settings

Google Analytics opt-out browser add-on

IP Anonymization in Analytics

IP masking

Policy requirements for Google Analytics Advertising Features
Security and privacy in Universal Analytics

We use our own products

Google Analytics and the EU-US Privacy Shield
Data Processing Terms

Data retention

ISO 27001 Certification

Google Analytics linking overview

Account setup with additional privacy features

Best practices to avoid sending Personally Identifiable Information (PII)

Get the guide

Learn how Google Analytics can improve
your Google Ads results.
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Last updated: Dec 10, 2018

Google Campaign Manager (DoubleClick Campaign Manager)

Install click and impression tags to your off-Facebook media so that you can get a more complete picture of your
conversion path. Then, import mapping data to make your dashboards and reports easy to understand. For
example, with cost mapping, you can see return on ad spend (ROAS) and cost metrics.

In Facebook Attribution:

1. Go to Settings, then click Ad Platforms.
2. Click Add a Platform.
3. Select Google Campaign Manager from the list, then click Choose.

4. Follow the onscreen instructions to navigate to the platform, install the tags, and set up the campaign
mapping and cost mapping import. You can also reference the instructions below.

Install Tags

Facebook Attribution provides dynamic and site-served tags for Google Campaign Manager. The dynamic tags
leverage macros within Google Campaign Manager to scale and simplify campaign creation and tag setup. If you
have site-served ads, you'll need to create separate tags for each of your 1x1 placements.

Dynamic Tags

Install dynamic tags at the advertiser level to automatically capture click and impression data for all of your
campaigns. If you choose to track individual campaigns, you'll need to install the tags manually on each new
campaign. If you need to track custom parameters like Creative ID, tags can be customized during tag creation in
Facebook Attribution. If you choose to add them later, you'll have to reinstall your tags.

Note: Dynamic tags are only supported for placements that Google Campaign Manager is serving. If you have site-
served ads, read more about site-served tags below.

https://www.facebook.com/business/help/565734646951134 110
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Ads Help Center

2. Select Trafficking from the dropdown menu.
3. Select Advertisers > Properties.

4. Expand the Event tags section.

CrounkEERe) Traflickng Campoigns  AOQWErisars  Admin

« Jasper's Market '
Properties «atlves Craative halds

Identification
+ Landing page URL suffix

+ Dynamic targeting keys

- Event tags *

Imprassion avent tags

i Appied tags Advortsgr as

ClEK avient tags

aw Appiaed tag Aelvrimer ngs

Was this information helpful? Yes No Permalink Share Related articles

Install the Impression Tag

1. Under Impression event tags, select Advertiser tags.
2. Click New impression event tag.

3. Enter a name for the tag. For Application, select Apply automatically. For Enabled, leave as
Yes.

4. Set the Tag Type to Image and use the URL version of the impression tag.
5. From Attribution, copy the Facebook-provided impression tag.

6. In the Tag URL field, paste impression tag you copied, then click Save.

https://www.facebook.com/business/help/565734646951134 2/10
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Install the Click Tag

1. Under Click event tags, select Advertiser tags.

. Click New click event tag.

. Enter a name for the tag. For Enabled, leave as Yes.

. From Attribution, copy the Facebook-provided click tag.

. In the Tag URL field, paste the click tag you copied, then click Save.

o o0 B~ w0 DN

. Click Applied tag, then select the tag you just created.
7. Click Save.

Note: If you have an existing click event tag, you'll need to chain, or concatenate, the click tags
together. Facebook-provided click tags are auto-enabled to redirect to other click event tags. The final
chained click tag would appear like the example below:

https://ad.atdmt.com/c/img;adv=1111111111111;c.a=12345;p.a=12345;
a.a=12345;qpb=1;cache=12345;?h=https://my.existing.clicktag.com/....

https://www.facebook.com/business/help/565734646951134
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Site-Served Tags
If you need to install site-served tags for Google Campaign Manager, you have two options:

Option 1: Set up a Display redirect creative within Google Campaign Manager.

1. In a Google Campaign Manager campaign, click New, then select the Display redirect creative.
2. Enter a name in the Creative name field, then select 1x1 from the Dimensions dropdown menu.
3. Paste the Facebook-provided impression tag in the Third-party URL field.

4. Click Save.

5. Click New, then select the Standard ad.

https://www.facebook.com/business/help/565734646951134 4/10
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Option 2: Upload a list of site-served ads to create tags. Then, send the tags to each publisher to install in their
website (or app). You'll need to repeat this process of creating and installing tags for each new ad before it goes
live.

Prepare Site-Served Ads
Import Site-Served Ads

Send Site-Served Tags

Import Mapping and Cost Data

Import mapping data to make your dashboards and reports easy to understand. With campaign mapping, you can
see campaign and placement names instead of ID numbers. With cost mapping, you can see return on ad spend
(ROAS) and cost metrics.

Automated Import (Recommended)

Set Up Recurring Report for Automated Mapping and Cost Data Import

1. Go to Google Campaign Manager.
. Select Reporting & Attribution from the dropdown menu.

. Select Report Builder, then click New Report and select a standard report.

A 0N

. Enter a name for the report. For File type, select CSV. For Date Range, select Yesterday.

[$)

. For Filters, select the accounts or campaigns where tags are currently installed.

6. For Dimensions and Metrics, select the following:

Date, Advertiser, Advertiser ID, Campaign, Campaign ID, Site (DCM), Site ID (DCM),
Placement, Placement ID, Ad, Ad ID, Ad Type, Impressions, Clicks, Media Cost or DBM
Cost

7. Under Schedule, click to check the box next to Active. For Repeats, select Daily. For Every,
select 1 day. For Starts, select today's date. This report will run until it expires, so set Expires to
a date as far into the future as possible.

8. For Share with, click Add people and paste the Facebook-provided Mapping Import Email
and Cost Import Email addresses, as applicable. Click Save.

https://www.facebook.com/business/help/565734646951134 5/10
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Set Up Recurring Report for Automated Mapping Data Import Only
Manual Import

Set Up Recurring Report for Manual Mapping and Cost Data Import

Import Mapping Data

Import Cost Data
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Joint Notice of Privacy Practices ‘A

Notice Applies to Virginia Mason Medical Center including Virginia Mason Hospital, Regional
Medical Center and Clinics, Ambulatory Surgery Centers, Bailey-Boushay House, Center for

Virginia Mason

Integrative Medicine at Virginia Mason, P.C. and Benaroya Research

Institute at Virginia Mason

Our mission at Virginia Mason is to improve the health and well-being of the patients we serve.

This commitment extends to caring about our patients’ privacy.

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION
ABOUT YOU MAY BE USED, DISCLOSED AND HOW YOU
CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW
IT CAREFULLY.

We keep a record of the health care services we provide you. You
may ask to see and to obtain a copy of that health information.
You may also ask us to correct that health information. We will not
disclose your health information to others unless you direct us to
do so or unless the law authorizes or compels us to do so.

Who will Follow This Notice

This joint notice of privacy practices applies to the above Virginia
Mason facilities, its medical staff, and other independent health
care providers that provide services at Virginia Mason facilities
and have agreed to follow this notice. The independent health
care providers likely will have separate notices of privacy practices
for care delivered at non-Virginia Mason facilities.

Your Health Information Rights

You have certain rights over the use and disclosure of your health
information, including the rights listed below. You may contact our
Release of Information Department at 206-223-6975 or visit our
website at www.virginiamason.org for more information about how
to exercise these rights. In most cases, we require you to submit
a written form to exercise your rights.

Inspect and Copy

You have the right to inspect and obtain a copy of your health
information in most cases. If we maintain your health information
electronically, you may also request that we provide your
information in an electronic form and format. If the requested
electronic form and format is not readily producible, we may
provide the information in another readable electronic form and
format. If you request a copy, we may charge a fee for the costs
of copying, mailing or other supplies and the electronic media
associated with your request.

Request Amendment

You have the right to request in writing an amendment to your
health information if we created it and we agree that it is either
wrong or incomplete. If we do not agree to make the amendment,
you may add a statement of disagreement to your health
information.

Accounting of Disclosures
You have the right to obtain an accounting of certain disclosures.

Request Restrictions

You have the right to ask us not to let your insurance
company know about an item or service we provide if you pay
in full before we send a bill. There are certain conditions that
must be met for us to comply with your request. You also
have the right to ask us in writing to restrict certain other uses
and disclosures of your health information. We are not
required to grant all of these requests, but we will honor any
requests we do grant.

Revoke

You have the right to revoke any written authorization to use
or disclose health information, except to the extent that we
have already acted. Researchers may also keep information
they have already collected.

Alternative Communications

You have the right to request in writing that we contact you by
alternative means or at alternative locations.

Obtain Notice of Privacy Practices

You have the right to obtain a paper copy of this notice by
asking for it, even if you previously agreed to accept a notice
by e-mail or over the Internet.

Receive Notification of a Breach

You have the right to receive notice from us if we discover a
breach of your unsecured health information according to the
requirements of federal and state law.

Our Responsibilities

We are required to protect the privacy of your information,
provide this notice about our privacy practices, and follow the
privacy practices that are described in this notice.

For More Information or to Make a Complaint

If you have questions or would like to make a complaint, you may
call the Virginia Mason Privacy Office at 206-223-7505.

If you have a complaint, you may also contact the federal Office
for Civil Rights, Region X, U.S. Department of Health and Human
Services. We will not retaliate against you for filing a complaint.

Notice Changes

We reserve the right to change our notice of privacy practices
and to make any new notice effective for all health information
that we maintain now or in the future. If our privacy practices
change, we will post the new notice at each Virginia Mason
facility and on our website at www.virginiamason.org.

Effective Date: September 25, 2018
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Uses and Disclosures for Treatment, Payment and Health
Care Operations

The following categories describe the ways that we may use and
disclose your health information for treatment, payment and
health care operations.

Treatment

We will use and disclose your health information for treatment.
Treatment means providing and arranging for your health care
and health-related services with other providers. It may also
include coordinating your care with a third party, obtaining a
consultation from another provider, or making a referral.

Some examples: Information obtained by a nurse,
physician, or other member of your health care team will be
recorded in your record and used to determine the course
of your treatment. We will also provide other health care
providers with copies of various health information or
electronic access to your health information that could
assist them in treating you.

Payment

As permitted by law, we will use and disclose your health
information for payment activities. Payment activities generally
include billing, collections, and obtaining prior approval from your
insurance plan for the care that we provide. Public and private
insurance plans may require us to disclose your health
information for the purposes of audits, inspections, and
investigation.

Some examples: We may send a bill to your insurance
plan. The information on or accompanying the bill may
include information that identifies you, as well as your
diagnosis, procedures, and supplies used so we can get
paid for the treatment we provide. We may disclose certain
information to consumer reporting bureaus for collection of
payment.

Health care operations

We will use and disclose your health information for health care
operations. Health care operations means a wide range of
activities to run our business (or those of other health care
organizations as allowed by law) and to ensure patients receive
quality care.

Some examples: We may use or disclose your health
information to review and improve the care you receive, to
train our workforce and others, and to make processes
more efficient.

Other Permitted or Required Uses and Disclosures

We may use and disclose your health information to make
healthcare services better, protect patient safety and public health,
make sure we follow government and accreditation standards, and
when otherwise required or permitted by law. Such uses and
disclosures include:

Organized Healthcare Arrangements

We may use and disclose your health information to individuals
and organizations that participate in joint health care activities with
us. These joint arrangements are referred to as “organized health
care arrangements” under federal law. We have organized health
care arrangements with our Hospital and its medical staff; Yakima
Valley Memorial Hospital, its Medical Staff, and Memorial
Physicians; EvergreenHealth; Franciscan Health System; Seattle
Children’s and the American Joint Replacement Registry. For
more information, you may contact our Privacy Office.

Community Provider Access

We provide access to our electronic health information system to
certain community providers. Providers with a “need to know”
generally have full access to your electronic health information to
improve care coordination and quality outcomes.

Some examples: we may provide access to referring
community physicians and their staff, hospitals, and nursing
facilities.

Health Information Exchanges

We participate in health information exchanges with local
hospitals, physicians, insurance plans, and other healthcare
organizations. These information exchanges allow healthcare
organizations to send and receive your health information when
there is a need for this information for treatment, payment, or in
limited circumstance, healthcare operations.

Some examples: We disclose basic information regarding
any emergency department visits you make to a health
information exchange. The purpose of this exchange is to
enable local emergency departments to coordinate patient
care and reduce unnecessary services.

Patient Portal (MyVirginiaMason)

We provide you, or individuals authorized by you, with limited
access to your electronic health information through
MyVirginiaMason, a patient portal. Certain limitations apply to its
use by minors and their parents/guardians.

Business Associates

We may also share your health information with other businesses
that provide services to us such as consulting, legal services,
transcription, accreditation, coding, billing, and collections. These
“business associates” of ours are required to comply with federal
privacy and security laws to safeguard your information.

Effective Date: September 25, 2018
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To Contact You

We may contact you as a reminder that you have an appointment
with us, provide test results, inform you about treatment options, ask
you if you would like to participate in quality assessments or
research, or advise you about health-related benefits and services.

Fundraising

We may use and release certain information to our foundation so that
it may contact you to make donations that will support our charitable
mission. This information would be limited such as your name,
address, telephone number, dates and departments of service, age,
gender, treating physician, outcome information and health insurance
status. If we contact you, we will also provide you with a way to opt-
out of receiving fundraising requests in the future.

Directory

Unless you notify us that you object, we may use your name, location
in the facility, and general condition for directory purposes. This
information may be provided to people who ask for you by name. We
may also provide your religious affiliation to members of the clergy.
In an emergency, we are permitted to use such information in your
best interest as determined by our professional judgment.

Notification

Unless you notify us that you object, we may use or disclose
information to notify (or assist in notifying) a family member, personal
representative or another person responsible for your care, of your
location in our facility and your general condition.

Communication with family and friends

Unless you notify us that you object, we may use our best judgment
and disclose your health information to a family member, other
relative, personal representative, close personal friend or other
person you identify, that is relevant to the person’s involvement in
your care or payment for your care.

Professional judgment

We are permitted to make disclosures if you are present or if you are
otherwise available prior to a disclosure of health information and you
either agree to it or we reasonably infer from the circumstances that
you would not object. Even if you are not present, we may make a
professional judgment that certain disclosures are in your best
interests. For example, we may permit someone other than you to
pick up your prescription.

Research

We may disclose information to researchers with your authorization,
or without your authorization in some cases if the research has been
approved by an Institutional Review Board (IRB). For example, a
researcher may seek permission from an IRB to look at historical
medical data in charts without obtaining an authorization from each
person. In these cases, the IRB will determine if using your health
information without your authorization is justified, and make sure that
steps are taken to limit its use. Additionally, we may allow
researchers to review your health information to assist them in
developing research or we may contact you to ask if you would like to
participate in a research study. In all other cases, we must obtain
your authorization to use or disclose your health information for
research.

Other Miscellaneous Uses and Disclosures

We also use and disclose your health information to enhance
health care services, protect patient safety, safeguard public

health,

ensure that our faciliies and staff comply with

government and accreditation standards, and when otherwise
authorized by law. For example, we disclose information:

To public health authorities with information on
communicable diseases, vital records, health statistics,
or acts of violence and at-risk behaviors;

To appropriate government agencies or law

enforcement when we suspect abuse or neglect;

To the U.S. Food and Drug Administration (FDA) about
FDA-regulated drugs and devices;

To a person who may have been exposed to a disease
or may be at risk for contracting or spreading a disease
or condition;

Your employer regarding medical surveillance of the
workplace or evaluation of work-related illnesses or
injuries;

To a school regarding your proof of immunization;

To a health oversight agency for activities authorized by
law such as audits, investigations, inspections, and
licensure;

To government programs providing public benefits such
as Medicare and Medicaid if relevant to your eligibility
and enrollment;

In response to a court or administrative order,
subpoena, discovery request, or other lawful process;

To law enforcement when required or permitted by law;
To coroners, medical examiners, and funeral directors;

To organ procurement organizations to coordinate
organ donation activities;

To appropriate agencies or persons when we believe it
necessary to avoid a serious threat to health or safety of
a person or the public or to prevent serious harm;

To military command authorities or foreign military
authority if you are a member of the armed services;

To federal officials for national security, intelligence, and
protective services to the United States President and
other officials;

To correctional institution or law enforcement official if
you are an inmate or under custody;

To workers’ compensation agencies and self-insured
employers for work-related illnesses or injuries;

To cancer registries with information on identified

cancer cases;

To trauma registries with information on the incidence,
severity and causes of traumatic injuries;
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e To a public or private entity (such as FEMA or the Red Cross)
authorized by its charter or law to assist in disaster relief efforts;

e To a public oversight agency, public health authority or an
attorney for whistleblowing activities regarding unlawful conduct
or potentially endangerment of one or more patients, workers or
the public;

e When otherwise required or permitted by federal, state, or local
law.

Use and Disclosure Requiring Your Authorization

OLher than the uses and disclosures described above, we will not use or
disclose your health information without your written authorization.
Virginia Mason requires your written authorization for most uses and
disclosures of psychotherapy notes, for marketing (other than a face-to-
face communication between you and a Virginia Mason workforce
member or a promotional gift of nominal value), or before selling your
health information.

Discrimination is Against the Law

Virginia Mason complies with applicable Federal and State civil rights
laws and does not discriminate on the basis of race, color, national origin,
age, disability, or sex. Virginia Mason does not exclude people or treat
them differently because of race, color, national origin, age, disability, or
sex. Virginia Mason:

» Provides free aids and services to people with disabilities to
communicate effectively with us, such as: o Qualified sign language
interpreters

o Written information in other formats (large print, audio, accessible
electronic formats, other formats)

* Provides free language services to people whose primary language is
not English, such as:

o Qualified interpreters
o Information written in other languages

If you need these services, contact the Patient Relations Department. If
you believe that Virginia Mason has failed to provide these services or
discriminated in another way on the basis of race, color, national origin,
age, disability, or sex, you can file a grievance with:

If you believe that Virginia Mason has failed to provide these services or
discriminated in another way on the basis of race, color, national origin,
age, disability, or sex, you can file a grievance with: Director, Patient
Relations, 1100 Ninth Ave. C1-PTR, Seattle, WA 98101, (206) 223- 6616,
1-800-833-6384(TTY), (206)223-6394. You can file a grievance in person
or by mail, fax, or email. If you need help filing a grievance, the Patient
relations Department is available to help you.

You can also file a civil rights complaint with the U.S. Department of
Health and Human Services, Office for Civil Rights, electronically through
the Office for Civil Rights Complaint Portal, available at
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at: U.S.
Department of Health and Human Services 200 Independence Avenue,
SW Room 509F, HHH Building Washington, D.C. 20201 1-800-368-1019,
800-537-7697(TDD). Complaint forms are available at
https://www.hhs.gov/ocr/complaints/index.html

Effective Date: September 25, 2018
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Special Health Information

Special state and federal protections apply to certain classes of
health information. For example, additional protections may
apply to mental health, alcohol and drug abuse, sexually
transmitted disease and HIV information. When required by
law, we will contact you to get written authorization to use or
disclose that information.

Release of Information Departments
Bailey-Boushay House (206) 322-5300

Downtown and all Regional Medical Center or other clinic
Locations (206) 223-6975

ATENCION: si habla espariol, tiene a su disposicion servicios gratuitos
de asistencia linglistica. Llame al 1-206-223-6616 (TDD: 1-206-223-
7698). (Spanish)

CHU Y: Néu ban néi Tiéng Viét, co cac dich vy hé trg' ngén ngir mién
phi danh cho ban. Goi s6 (Vietnamese)

R RGBS AR B SEE S R RS - SAEGE-
206-223-6616 (TDD: 1-206 223-7698). (Chinese)

AELICH 1-206-223- 6616 (TDD: 1-206-223-7698) 1o = X 3}ol
& A2 (Korean)

T B =HE MESANE B, A0 NI& MHIASE RFEZ 0/Sota!
BN
_7':_/\

BHUMAHWE: Ecnv Bbl rOBOPUTE Ha PYCCKOM A3blKe, TO BaM AOCTYMHbI
6ecnnatHble ycnyru nepesoaa. 3soHute 1-206-223-6616 (TDD: 1-206
223-7698) (Russian)

PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng
mga serbisyo ng tulong sa wika nang walang bayad. Tumawag sa 1-
206-223-6616 (TDD: 1-206 223-7698) (Tagalog)

YBATA! AKL0 BM pO3MOBIISETE YKPAiHCLKOK MOBOIO, BU MOXETE
3BEPHYTUCA A0 BE3KOLITOBHOI CNYXXOU MOBHOI MiATPUMKM.
TenedoHyiTe 3a Homepom 1-206-223-6616 (TDD: 1-206 223-7698)
(Ukrainian)

EEEIE: BAEZEINGGE. BEHOSEXEF CHRAWET
% 91-206-223-6616(TDD: 1-206 223-7698) (Japanese)

loutiss: tomdasHmASw Toial 1oiudglowns 1onwBsAs N
AGSHUUL0IHMAY I g180N 1-206-223-6616 (TDD: 1-206 223-7698)
(Cambodian)

TAFOF; 099514 LI ATICE NPT OFCIIP WC8F LCEPTE 1R ALAHPT
FHOEAPA: @L TLntA®- ¢ L@t 1-206-223-6616 (TDD: 1-206 223-
7698) (Amharic)

XIYYEEFFANNAA: Afaan dubbattu Oroomiffa, tajaajila gargaarsa

afaanii, kanfaltidhaan ala, ni argama. Bilbilaa 1-206-223-6616 (TDD: 1-
206 223-7698) (Cushite/Oromo)

fo: s f: €6 7 37 Urrst S8 I, 3 9 £ S0 ATTesT AT 393 S
He3 QumsT J1 1-206-223-6616 (TDD: 1-206 223-7698) (Panjabi)
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8/13/2019 Privacy Policy - Virginia Mason, Seattle, WA

\ A

.
Virginia Mason
Privacy Policy

Notice of Privacy Practices - Downloadable and Translation Materials

English
Korean
Russian
Spanish

The staff of Virginia Mason Medical Center respects the privacy of our patients and of
our website users. If you don't find your concern addressed here, feel free to contact us
by email or phone.

Privacy Policy Guiding Principles

¢ Any information that you submit to us through our website - whether through a
survey, registration form or email - will be used exclusively by Virginia Mason or
third parties performing services for Virginia Mason.

e We will use your personally identifiable information only for the specific reason for
which you submitted it, (i.e., registering for a class).

¢ We will take reasonable precautions to protect your personal information including
encryption with SSL technology and passwords when appropriate.

¢ You will generally only receive email only for information that you have requested
or as confirmation of information that you submitted (i.e., class registration).

Virginia Mason will use overall demographic data of our Web users to improve the site
and enhance services. These demographic trends will not be traceable to an individual's
personal information. On rare occasions, Virginia Mason may contact registered users by
email to inquire about interest in potential new Web services.

Privacy Policy
Information Collection and Use

https://www.virginiamason.org/privacy-policy 1/4
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Virginia Mason is the sole owner of the information collected on this site. We will not sell,
share, or rent this information to others in ways different from what is disclosed in this
statement, except to vendors and agents in support of Virginia Mason's activities.
Virginia Mason does not commercially sell any customer lists or email addresses.
Company may, however, disclose personal information if permitted or required to do so
by law or in the good-faith belief that such action is necessary to (a) conform to
applicable law or comply with legal process served on Virginia Mason; (b) protect and
defend the rights or property of Virginia Mason, the website, or the users; or (c) act under
exigent circumstances to protect the personal safety of users of the Virginia Mason, the
website, or the public.

Registration

In order to use some parts of the Virginia Mason website, a user must first complete the
registration form. During registration a user is required to give their contact information,
usually your name and email address. This information is primarily used to contact the
user about the services on our site for which they have expressed interest (such as access
to clinical publications). It is optional for the user to provide demographic data (such as
specialty), but encouraged, so we can provide you with better information when using
our site.

Cookies

A cookie is a piece of data stored on the user's hard drive containing information about
the user. Usage of a cookie is not linked to any personally identifiable information while
visiting the Virginia Mason site. Once the user closes their browser, the cookie simply
terminates. For instance, by setting a cookie on our site, the user would not have to log in
a password more than once, thereby saving time while on our site. If a user rejects the
cookie, he or she may still use our site. The only drawback to this is that the user will be
limited in some areas of our site (i.e., cannot view certain content). Cookies can also
enable us to track and target the interests of our users to further develop our website.
Virginia Mason does not use Cookies to retrieve information from your computer that
was not originally sent in a Cookie. We may use non-personally identifiable information
transferred through Cookies for promotional or marketing purposes.

Collection of Anonymous Information
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In addition to the use of personal information, Virginia Mason may also gather
anonymous information which may be used by Virginia Mason or shared with third
parties. Generally this information is collected through "traffic data" and may entail the
use of Cookies and IP addresses. Virginia Mason uses such traffic data to help determine
how our users use parts of the website so we can analyze trends, administer the site,
track user's movement, gather broad demographic information for aggregate use a
better experience for you. IP addresses and other traffic data are not linked to personally
identifiable information.

Links

This Website contains links to other sites. Please be aware that Virginia Mason is not
responsible for the privacy practices of these websites. Virginia Mason is not responsible
for content provided on these sites or for the validity of content on these site. We
encourage our users to be aware when they leave our site and to read the privacy
statements of each and every website that collects personally identifiable information.
This privacy statement applies solely to information collected by this website.

Security Policy

We exercise care in providing secure transmission of your information from your PC to
our servers. Personal information collected by the Virginia Mason website is stored in
secure operating environments that are not available to the public. In many instances,
such as in the case of credit card numbers and all on-line purchases, the personal
information is encrypted before you conduct your transaction. Only those employees
who need access to your information in order to do their jobs are allowed access, each
having signed confidentiality agreements. Any employee who violates our privacy and/or
security policies is subject to disciplinary action, including possible termination and civil
and/or criminal prosecution.

Assignment

Virginia Mason may change its ownership or corporate organization while providing the
website and services. As a result, please be aware that Virginia Mason may transfer your
information to another company that is affiliated with Virginia Mason or with which
Virginia Mason has merged. Any new company will also follow this Privacy Policy.

Your Acceptance of These Terms
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By using this site, you signify your acceptance of the Virginia Mason Privacy Policy. If you
do not agree to this policy, please do not use our website. Your continued use of the
Virginia Mason website following the posting of changes to these terms will mean you
accept those changes.

Notification of Changes

If Virginia Mason decides to change our privacy policy, we will post those changes so our
users are always aware of what information we collect, how we use it, and under what
circumstances, if any, we disclose it. We will use information in accordance with the
privacy policy under which the information was collected. We do, however, recommend
that you read this Privacy Policy each time you use our website for notice of changes to
the Privacy Policy.

Correcting and Updating Information

Virginia Mason also permits you to correct or update personally identifiable information
that you have previously provided to us. To do so, send email to:
emailvm@virginiamason.org indicating the information that you wish to be corrected or
updated.

Opt-Out Procedures

You always may opt-out of receiving future contacts or mailings. Virginia Mason provides
you with the opportunity to opt-out of receiving electronic communications from us and
our partners at the point where we request information about you. To remove your
personally identifiable information from our database, to not receive future
communications or to no longer receive our service, send email to
emailvm@virginiamason.org with the word "remove" in the subject line.

Questions

Questions regarding this statement should be emailed to emailvm@virginiamason.org.

© 2019 Virginia Mason Medical Center 1100 9th Ave, Seattle, WA 98101
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